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Part A - Overall Process after Ordering Cl Sync (EE) (Simple Process Diagram)

This diagram shows the overall process of implementing Cl Sync (EE) into your environment after you have
completed the ordering process with Syncfish.
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Guidance Note: The above process can run in parallel with the ordering process AND The duration between A and B can
be as short as 24 to 48 hours.
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Part B — TEST vs PROD context when using these instructions

For a brand-new implementation (i.e. new Syncfish customer) Syncfish will provision the single instance
of Cl Sync (EE). These instructions are therefore suitable for setup of a single instance of Cl Sync (EE),
and the associated components, for use with the following source and destination connections:
1. One Multi-Source Agent will provide connections to source systems for both TEST and PROD
data
2. Two ServiceNow instances as the destination CMDBs (i.e. one destination connection in Cl Sync
(EE) for the TEST ServiceNow CMDB and a second destination connection in Cl Sync (EE) for the
PROD ServiceNow CMDB).

For initial testing (or for a trial) we anticipate our customers will setup source and destination
connections in their Cl Sync (EE) instance as follows:

1. A source connection in Cl Sync (EE) to their production/live source system.

2. Adestination connection in Cl Sync (EE) to their TEST (or DEV) ServiceNow instance.

The above configuration would normally be in place for approximately two-weeks to ensure the source
asset data is being reflected as expected within the TEST ServiceNow CMDB. During this period Syncfish
will assist with any diagnosis or troubleshooting and will discuss any proposed variations to the default
correlation, mapping and transform rules within the CI Sync (EE) SaaS engine.

Once testing is complete, we anticipate our customers will setup a second destination connection in Cl
Sync (EE) to their PROD ServiceNow instance and continue to use the same source connection to their
production/live source system instances (i.e. no change).
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Part C — Index of Installation Steps
Step # Additional Details Section Link | SME Audience
Step 1 Review the Pre-Installation Checklist Here o All SMEs
Step 2 Enrol the Cl Sync (EE) Saa$ application into your AAD Here e AAD SME
Step 3 Create an AzureAD App Registration for Cl Sync (EE) Agent Authentication Here o AAD SME
Step 4 Install the Multi-Source CI Sync (EE) Agent (on the relevant server) Here o Infrastructure SME

® On-Prem AD SME*!

Step 5 Use the CI Sync (EE) Agent Config Utility to setup one or more Source Here e Source System SME
System Connections o AAD SME#2
e SQL DBA#3
Step 6 Configure your ServiceNow to be ready for Cl Sync (EE) Here e ServiceNow SME
Step 7 Add your ServiceNow destination connection Here e Primary ClI Sync (EE) User
Step 8 Run your first synchronization and then progressively run more syncs Here e Primary Cl Sync (EE) User

e ServiceNow SME

e Source System SME

Other recommended sections to read

Appendix A | Understanding how the Cl Sync (EE) Agent authenticates to SQL Server Here e Infrastructure SME
during normal operation of the Agent. « SQL DBA
Appendix B | Configure SQL Maintenance Plans on SQL database(s) for SQL based Here e SQL DBA

Source Systems

#1 On-Prem Active Directory SME only required if your SQL server is hosted separately (remotely) from the server that will
run the Cl Sync (EE) Agent.

#2 AAD SME is required if you intend to use synchronization source connections for cloud hosted products which require
an AAD App Registration (service principal) for authentication.

#3 A SQL DBA is required if the person performing the Cl Sync (EE) Agent installation does not have SQL sysadmin rights on
the relevant SQL server.
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Step 1 - Review the Pre-Installation Checklist Items

e  Checklist Item 1: Make sure you have the Cl Sync SaaS Instance and Cl Sync Agent install input values.

e Checklist Item 2: Decide on the ServiceNow authentication type.

e Checklist Item 3: Identify the Server that will run the Cl Sync (EE) Agent.

e Checklist Item 4: Check HTTPS access is enabled for the Server that will run the Cl Sync (EE) Agent.

e Checklist Item 5: Confirm the SMEs are available to perform their individual steps in these instructions.

e Checklist Item 6: Review the SQL Server Edition and Version.

e Checklist Item 7: Review the ClI Sync (EE) Lansweeper to ServiceNow - Default Configuration Overview
document (applicable to customers using a Lansweeper Source System).

Checklist Item 1: Make sure you have the Cl Sync Saa$ Instance and Cl Sync Agent install input
values.

You will need the following:

e The URL to your company specific instance of the Cl Sync (EE) SaaS application.

e The values needed during the Cl Sync (EE) Agent installer are as follows:
=  Your Azure AD Tenancy ID (a GUID value from your Azure AD Administrator)
= The Syncfish Extractor APl URL (a URL provided to you by Syncfish)
= The Syncfish Cl Sync (EE) App ID (a GUID provided to you by Syncfish)

=  The ClI Sync (EE) Instrumentation Key (Customer App Insights/Key) (a GUID provided to you by
Syncfish)

Checklist Item 2: Decide on the ServiceNow authentication type.

Decide which authentication type will be used from the CI Sync (EE) SaaS application to ServiceNow.

e You can use any one of Basic Auth, OAuth or MFA.

e The setup steps for all three types are covered in this document. Knowing which one you intend to
use will make your installation process easier.

For distribution directly to a customer of Syncfish Pty Ltd
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Checklist Item 3: Identify the Server that will run the Cl Sync (EE) Agent.

You need to decide which Server will run the Cl Sync (EE) Agent. Within this document, we refer to this
as the CI Sync (EE) Agent Server.

In most cases this will be an existing server in your environment (i.e. the Cl Sync (EE) Agent does not
require a dedicated server).

The CI Sync (EE) Agent can run on any Windows Computer in your environment which meets the
following criteria:

e The server has HTTPS access to the Internet (at least to the Cl Sync (EE) Saa$S application URL).

e If the Cl Sync (EE) Agent will be reading source data from a SQL database (e.g. for sync sources such
as Lansweeper or SCCM) then the Cl Sync (EE) Agent Server should be is geographically near the
source system SQL database (i.e. should be on the same LAN).

¢ InaLansweeper environment Syncfish make the following general recommendations for where to
run the Cl Sync (EE) Agent:
= |f your Lansweeper Console and Lansweeper SQL DB are the same Server, install the Cl Sync
(EE) Agent on that same VM (all three can exist together).

= |f your Lansweeper Console and Lansweeper SQL DB are on separate Servers, don’t install the
Cl Sync (EE) Agent on the SQL Server (DBAs don’t tend to like this model). Instead, it’s fine to
install the CI Sync (EE) Agent on your Lansweeper Console Server.

Checklist Item 4: Check HTTPS access is enabled for the Server that will run the ClI Sync (EE)
Agent.

Verify the Cl Sync (EE) Agent Server has access to the Internet over HTTPS.

e You should test HTTPS access to the internet from the console of the server. Ideally by testing as the
same Windows Service Account the Cl Sync (EE) Agent will be logged in as.

¢ You need to ensure no proxy, firewall or GPO restrictions are in place.

Click here to return

to steps index
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Checklist Item 5: Confirm the SMEs are available to perform their individual steps in these
instructions.

Confirm the following SMEs are available throughout the installation.

A ServiceNow System Administrator.
An Azure Active Directory (AAD) Administrator.

An infrastructure SME who can create a Windows Service Account (either local or in Active
Directory) for use by the Cl Sync (EE) Agent.

An infrastructure SME who can install the Cl Sync (EE) Agent onto the desired server.

A SQL Server Database Administrator (if the person performing the Cl Sync (EE) Agent installation
does not have SQL sysadmin rights on the relevant SQL server).

Make sure the SMEs have sufficient permissions to complete their tasks described in this document.

Checklist Item 6: Review the relevant Cl Sync (EE) Default Configuration Overview document.

Syncfish publish a “Default Configuration Overview” document specific to a given Source and
Destination System. These guides cover various topics about the Cl Sync (EE) Default Configuration
rules, and in particular how the configuration rules will read, map, transform and interact with data and
objects between a given Source System and Destination System. If you haven’t already been provided
with the relevant Default Configuration Overview document, please contact Syncfish.

Click here to return

to steps index

For distribution directly to a customer of Syncfish Pty Ltd
Not for redistribution by a recipient without permission from Syncfish Pty Ltd



TN
’\igsb\

Cl Synchronizer (Enterprise Edition) for Multi-Source Agent to ServiceNow SYNE‘:‘F.ISH
Comprehensive Customer Setup Instructions S—

Step 2 - Enrol the CI Sync (EE) SaaS application into your AAD
In this step your Azure Active Directory Admin SME will perform the following tasks

e Task 2a: Enrol the ClI Sync (EE) SaaS application as an Enterprise Application in your AAD.
e Task 2b: Grant users access to the Cl Sync (EE) SaaS application (so they can use the User Interface).

Task 2a: Enrol the Cl Sync (EE) SaaS application as an Enterprise Application in your AAD.

Context Note: In this section your customer specific instance of the Cl Sync (EE) SaaS application will
enrolled into your organisation’s Azure Active Directory (AAD) as an Enterprise Application.

The steps must be performed by an AAD SME with sufficient rights to create and maintain a new
Enterprise Application.

By the time your AAD SME commences these steps, Syncfish will have provided you with your company
specific URL. The URL will be https://YourCo.syncfish.app where “YourCo” is your company name or a
shorted version.

Important: If a non-AAD admin accesses the URL it will initiate the Enterprise Application registration in your
AAD and will fail due to not having sufficient AAD permissions. Please do NOT access the URL provided and
attempt to login unless you are an AAD SME with sufficient rights to perform all steps below.

1. Your AAD Admin should open a browser and navigate to the Syncfish provided URL to your company
specific instance of the Cl Sync (EE) SaaS application User Interface. The URL will be as shown below:

e https://YourCo.syncfish.app

2. When prompted to sign in, ensure you login with the AAD Admin account in the same AAD tenancy that
you provided to Syncfish.

Cl Synchronizer

Enterprise Edition
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3. You will be prompted to Accept the Permissions requested and to Consent on behalf of your

organisation. When you click Accept it will enrol the Cl Sync (EE) SaaS application in your AAD.

B® Microsoft

1@syncfishsim.onmicrosoft.com

Permissions requested

e - Syncfish - CI Sync (Enterprise Edition)
‘ unverified

This application is not published by Microsoft or
your organization.

This app would like to:

~~ Signyou in and read your profile

This is a permission requested to access your data in
Simulation

~~ Maintain access to data you have given it access to

Allows the app to see and update the data you gave it access
e app. This does

This is a permission requested to access your data in
Simulation

Consent on behalf of your organization

app to use

Does this app look suspicious? Reg

4. Once the enrolment is complete, you will be returned with a HTTP 403 error “Requested resource is
forbidden”.

Cl Sync (Enterprise Edition) X

(@] ] &} tml.syncfish.app. = & ?) InPrivate .‘

ClI Synchronizer

Oliver Kurz (Sim Admin)
Enterprise Edition ) ; el

Dashboard Run History Settings

403

Requested resource is forbidden. Log out

Guidance Note: The 403 error is expected behaviour because the user account (of your AAD
Admin) has not yet been granted access to the newly enrolled Cl Sync (EE) Enterprise Application.

The steps required to grant individual user access to the Cl Sync (EE) Saa$S application User
Interface are documented below on the subsequent page.

Click here to return
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5. Your AAD Admin should now use the Azure Portal to verify the Cl Sync (EE) Saa$S application was
successfully enrolled as an Enterprise Application in your AAD. To do this:

a. Login to the Azure Portal
b. Navigate to Azure Active Directory
c. Select Enterprise Applications

d. Find and select the newly created Cl Sync (EE) Enterprise Application in the list (i.e. “Syncfish —
Cl Sync (Enterprise Edition)”)

e. From the Overview menu item, ensure Properties such as Name, Application ID and Object ID
have all be populated.

£ Search resources, services, and docs (G+/)

pplications

] Syncfish - CI Sync (Enterprise Edition) | Overview

plication

Home Simulation Enter

B Overview Properties
[ Deployment Plan r,_%,ﬂ Name
SYNC, FISH

Manage L_«;_J Syncfish - CI Sync (Enterpris... Ty

Application ID @
{1l Properties i

falsc b3-.. O

& Owners

Object ID
&, Roles and administrators d74c9d82 Jebd.

:pl’L’k'\C‘-',‘w
& Users and groups Getting Started
D Ssingle sign-on
@ Provisioning
- 1. Assign users and groups 8_] 2. Provision User Accounts
€ Self-service =
clsenvice Provide specific users and groups access You'll need to create user accounts in
to the applications the application

Securitv
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Task 2b: Grant users’ access to the Cl Sync (EE) Saa$S application (so they can use the User
Interface).

Informational Note: In this section your AAD SME will grant those users who will need access to the Cl Sync
(EE) SaaS application user Interface. In most organisations this is likely to be one or two people only (i.e.

those few users expected to create and schedule synchronization jobs via the Cl Sync (EE) User Interface).

1. Inthe Azure Portal, navigate to Azure Active Directory -> Enterprise Applications and select the CI
Sync (EE) application (i.e. “Syncfish - Cl Sync (Enterprise Edition)”)

2. Click the “Assign users and groups” hyperlink under Getting Started -> 1. Assign users and groups.

g& Syncfish - CI Sync (Enterprise Edition) | Overview

B Overview Properties
0 Deployment f PasN ~

Applcation ID
== :
fals¢c 53

d74c9d82
Getting Started

D Single sign-on

@ 1. Assign users and groups 8) 2. Provision User Accounts

and groups acce
1o the appliatio

3. There may already be a Role Assigned “Default Access” depending on which account enrolled the

Enterprise App. This role assignment can be left alone but we still need to add the “administrator” role
assighment.

4. Click Add user/group

2 Syncfish - Cl Sync (Enterprise Edition) | Users and groups

Object Type

Click here to return
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5. Click the None Selected link under Users and Groups.

{ 0 | BY Mok Sakaewskd (PIT Admin) - M X | €@ Your work < Jea x|
&« G ) t portal azure com

© %a Q) DevOps BT Asure Portal ‘ MongoD8 () path

m.b metichaesiinieindiedundosia ‘\;' >

Add Assignment

&

6. Use the right-hand pane to filter/search and select the user/s and/or group/s you want to grant access
to the ClI Sync (EE) SaaS application (those few users expected to create and schedule synchronization
jobs via the Cl Sync (EE) User Interface). When ready, click the Select button to complete.
£ Search resources, services, and dacs (G+/) E R 85 0 .

Enterprice applications > Syncfich - 1 Syne (Entevprise Edition)

Home > Simulat Users and groups
Add Assignment

(F el

Users and groups
MNone Selected
1 a role

v
e @syncfishsim.onmicrosoft.com

Selocted items.

7. You have now granted a user (or a group) access to the Cl Sync (EE) User Interface.

— Microsoft Azure £ Search resources, services, and docs (G+/) I

dd Assignment

Users and groups /

1 user selected.

Select arole *

; For distribution directly to a customer of Syncfish Pty Ltd
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8. Using similar steps, you now need to grant the Cl Sync (EE) Administrator role for those same user/s or
group/s (otherwise they will not have sufficient permissions within the Cl Sync (EE) SaaS application.

9. Click the None Selected link under Select a role

= Microsoft Azure £ Search resources, services, and docs (G+/) m

Add Assignment

10. Use the right-hand pane to select the Administrator role. When ready, click the Select button to
complete.

5 Search esorces,senices and docs G11)

Add Assignment

11. The screen should look as below. When ready, click the Assign button at the bottom of the screen.

Add Assignment
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12. The users who were granted access should now be able to login and use the ClI Sync (EE) SaaS

13.

application User Interface. They can test by navigating to the Syncfish provided URL to your company
specific instance of the CI Sync (EE) SaaS application User Interface. The URL will be as shown below:

e https://YourCo.syncfish.app

When prompted to sign in, login with your regular AAD user credentials (including any MFA
requirements).

Cl Synchronizer

Enterprise Edition

Upon successful login you will be presented with the Cl Sync (EE) User Interface.

Click here to return |
to steps index
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Step 3 — Create an AAD App Registration for Cl Sync (EE) Agent Authentication

Context Notes:

1. An AAD App Registration object is used to control authentication between the Cl Sync (EE) Agent (i.e.
the Cl Sync (EE) Agent Windows Service) and your organization’s Azure Active Directory. This ensures
your customer specific Cl Sync (EE) SaaS instance will only accept payloads from a Cl Sync (EE) Agent
that has first authenticated to your organization’s Azure AD.

2. CISync (EE) supports the following credential types for authentication between the Cl Sync (EE)
Agent and the App Registration:

a. Client Secret, or
b. Certificate

3. The App Registration created in this section relates to the Cl Sync (EE) Agent itself (i.e. the
Windows Service). This Cl Sync (EE) Agent App Registration is distinct from any additional App
Registrations you may need to create when configuring the Cl Sync (EE) Agent to read from sources
such as InTune and Azure. The steps for creating one/more App Registrations for data sources such
InTune and Azure are described in subsequent sections of this guide.

Informational Note: In AAD an App Registration is used to define a Service Principal that will be used to
authenticate the Cl Sync (EE) Agent when it connects to your customer specific instance of the Cl Sync (EE)
SaaS$ application. If you have multiple instances of the same source system (e.g. multiple Lansweeper
instances, one for TEST and one for PROD) you will need to create an AAD App Registration for each of the ClI
Sync (EE) Agent instances you have installed.

In this step your Azure Active Directory (AAD) Admin SME will perform the following tasks:

e Task 3a: Decide which credential type your organization will use for authentication between the Cl Sync
(EE) Agent against the App Registration that represents the Cl Sync (EE) Agent.

e Task 3b (Option 1): Create the App Registration object in your AAD using a Client Secret credential and
provide details about the App Registration to the SME performing the Cl Sync (EE) Agent installation.

e Task 3b (Option 2): Create the App Registration object in your AAD using a Certificate credential and
provide details about the App Registration to the SME performing the Cl Sync (EE) Agent installation.
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Task 3a: Decide which credential type your organization will use for authentication between
the Cl Sync (EE) Agent against the App Registration that represents the Cl Sync (EE) Agent.

Cl Sync (EE) supports the following credential types for authentication between the Cl Sync (EE) Agent
and the App Registration:

a. Client Secret, or
b. Certificate

Deciding which credential type to use is an organisational decision (often based on your Cyber Security
requirements and/or Azure AD administration requirements).

Once you decide with credential type to use, follow the relevant steps in either Task 3b Option 1 or Task 3b
Option 2 below.

Task 3b (Option 1): Create the App Registration object in your AAD using a Client Secret
credential.

1. Inthe Azure Portal, navigate to Azure Active Directory -> App Registrations and click New Registration
m £ Search resources, services, and docs (G+/) B

g2 PIT | App registrations

All applications Owned applications  Deleted applications

& Groups Start typing a display name or application (client) ID to filter these " Add filters

This account isn't listed as an owner of any applications in this directory.

Click here to return
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2. On the Register an application form complete as follows:

e Enter the Name

Guidance Note: Syncfish recommend using “Syncfish - Cl Sync (Enterprise Edition) — Agent”.

If you use another name, then it is highly recommended to include “Agent” in the name to help
distinguish this registration from the Cl Sync (EE) SaaS application Enterprise Application
registration as AAD will show both in the same list on some forms.

e Under Supported account types select “Accounts in this organizational directory only ({Your
Domain/Tenant Name} only - Single tenant)”

e Click Register

Home PIT | App registrations

Register an application

* Name

The user-facing display name for this application (this can be changed later).

Syncfish - Cl Sync (Enterprise Edition) - Agent

Supported account types

Who can use this application or access this API?

t’) Accounts in this organizational directory only (PIT only - Single tenant) l

(_) Accounts in any organizational directory (Any Azure AD directory - Multitenant)
() Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype. Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform A €.g. https://example. com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications

By proceeding, you agree to the Microsoft Platform Policies

DA —
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3. Navigate to API permissions and click Add Permission

P Search resources, services, and docs (G+/)

Home > PIT | App registrations > Syncfish - CI Sync (Enterprise Edition) - Agent

= Syncfish - CI Sync (Enterprise Edition) — Agent | API permissions =

Search CJ Refresh r{l Got feedback?

B Overview

& Quickstart
© The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect t
# Integration assistant organization, or in organizations where this app will be used. Leam more

Manage " giiee
Configured permissions

==
& Branding & properties Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

2D Authentication

Certificates & secrets - Add a permission ll v/ Grant admin consent for PIT

{l! Token configuration

API / Permissions name Type Description Admin consent requ... Status

& Expose an API

EL App roles

& Owners

dl, Roles and administrators

Ml Manifest

4. Navigate to APIs my organization uses and search for Syncfish, and then select the Syncfish - Cl Sync
(Enterprise Edition) entry.

Guidance Note: In the list you are selecting the ClI Sync (EE) Enterprise Application that was
enrolled during Step 2 earlier in this guide.

2 Search resources, services, and docs (G+/)

Home » PIT | App registrations > Syncfish - CI Sync (Enterprise Edition) — Agent Request API permissions
= Syncfish - CI Sync (Enterprise Edition) — Agent | API p

Select an API

o] (] o
£ Search | ¢ () Refresh A Got feedback? Mi(rosuﬂAPIsI APls my organization uses IMyAPIs

B Overview . .
Apps in your directory that expose APls are shown below

o The "Admin consent required” column shows the default I

&b Quickstart

5 Integration assistant organization, of in organizations where this app will be us
Name Application (client) ID
Manage ) .
Configured permissions Synefish — Cl Sync (Enterprise Edition) ce2fe’ ' "4a-4050-87
B2 Branding & properties

Applications are authorized to call APIs when they are grante

ieati all the permissions the application needs. Learn more about
2 Authentication p pp |

Certificates & secrets = Add a permission /" Grant admin consent for PIT

m )
{11 Token configuration API / Permissions name Type Descrip

> _
API permissions ~ Microsoft Graph (1)

@ Expose an AP User Read Delegated  Signin:

% App roles

i3 Owners . o P
To view and manage consented permissions for individual ap

&l Roles and administrators

E Manifest
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5. Select the “Application permissions” button

oo o BRI

Home

PIT | App registrations

Syncfish - CI Sync (Enterprise Edition)

Agent

- Syncfish - CI Sync (Enterprise Edition) — Agent | APl p

Search
B Overview
Quickstart

#" Integration assistant

Manage
B Branding & properties
D Authentication

Certificates & secrets
11! Token configuration
+ API permissions

Expose an AP

App roles
Owners

& Roles and administrators

Refresh &7 Got feedback?

@ The "Admin consent required” column shows the default u
organization, or in organizations where this app will be us

Configured permissions
Applications are authorized to call APis when they are grante

all the permissions the application needs. Learn more about

Add a permission /' Grant admin consent for PIT

API / Permissions name Type Descrip
Microsoft Graph (1
User Read Delegated  Sign in

To view and manage consented permissions for individual af

Request APl permissions

¢ All APIS

api//ce2iagg <700l gy

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP as the signed-in user.

Syncfish — CI Sync (Enterprise Edition)

Application permissions

Your application runs s a background service or daemon without a
signed-in user

6. Tick the checkbox for sf.cs.en.agent Agent and click the Add permissions button

o BRI

Home > PIT | App registrations

Syncfish

€1 Sync (Enterprise Edition)

Agent

- Syncfish - CI Sync (Enterprise Edition) — Agent | APl p

Search
B Overview

& Quickstart

# Integration assistant
Manage

B Branding & properties
D Authentication
Certificates & secrets
Token configuration
& API permissions
Expose an API

Bl App roles

15

Owners
&. Roles and administrators

Manifest

Support + Troubleshooting
£ Troubleshooting

B New support request

@ ™e “Admin consent required” column shows the default \

Request API permissions

< Al APIs

Refresh /27 Got feedback? .

Syncfish — CI Sync (Enterprise Edition)

api//cdl =

- W

What type of permissions does your application require?

organization, o in organizations where this app will be us

Configured permissions

Applications are authorized to call APIs when they are grante

all the permissions the application needs. Learn more about

Delegated permissions

Your application needs to access the API as the signed-in user.

Select permissions

Start typing a permission to filter these results
+ Add a permission Grant admin consent for PIT Pecwilasion
API / Permissions name 7 Descri
e T vsa
Microsoft Graph (1
stesenagent ©
User Read Delegated  signini || B P

To view and manage consented permissions for individual af

Application permissions

Your application runs as a background service or daemon without 3
signed-in user

expand ol

Admin consent required

Click here to return
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7. Back on the main screen for “API permissions”, click the button to “Grant admin consent for {Your
Domain/Tenant Name}”

il isiatacdacd il

Home

T| App registrations

Syncfish

Q1 Sync (Enterprise Edition) - Agent

- Syncfish - CI Sync (Enterprise Edition) — Agent | API permissions

Search

B Overview

& Quickstart

A Integration assistant

age

Branding & properties

D Authentication

Certificates & secrets

I! Token configuration

* AP| permissions

@ Expose an AP

App roles

& Owners

4. Roles and administrators

M Manifest

Support + Troubleshooting

»

Troubleshooting

& New support request

(D Refresh Got feedback?

A\ You are editing permissionis) 10 your appiication, users wil have 10 consent even if they ve aready done 5o previously

@ e “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the vakue in your
organization, of in organizations where this app wil be used. Leam more

Configured permissions

Appiications are authorized to call APIs when s by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. L s and consen

+ Add a permission Grant admin cor for P!
API / Permissions neme Type Description Admin consent requ... Status
Microsoht Graph (1
User Read Delegated  Sign in and read user profile No
Syncfish - CI Sync (Enterprise Edition)
ctonagent Application  Agent Yes A Notgranted for PIT
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applicat

8. Click Yes to confirm

Grant admin consent confirmation.

you want to grant consent for the requested permissions for all accounts in Simulation? This will update any existing admin consent records this application already has to match what is listed

9. Using the left-hand menu, navigate and select Certificates & secrets. Select client “Client secrets (0)” in
the middle of the form.

2 Search resources, services, and docs (G+/)

Home > PIT | App registrations > Syncfish - Cl Sync (Enterprise Edition) - Agent

Syncfish - Cl Sync (Enterprise Edition) — Agent | Certificates & secrets =

‘/’3 Search

| «

f—!? Got feedback?

i
“

F

Overview

Quickstart

4 Integration assistant

Manage

Branding & properties

Authentication

Certificates & secrets

Token configuration
AP| permissions

Expose an API

i App roles

Owners

. Roles and administrators

Manifest

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

New client secret

Description Expires Value @ Secret ID

Mo client secrets have been created for this application.

Click here to return
to steps index
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10. Click the “New client secret” button.

T

PIT 5 C1 Sync (Enterprise Edition) - A

Syncfish - Cl Sync (Ente

rprise Edition) - Agent | Certificates & secrets

¥ Got feedback

B Overview

& Quickstart

" Integration assistant

Manage
@ Applcation registration certficates, secrets and federated credential can b found i the tabs below.
= Branding & properties
D Authenticatior
Certificates (0) Client secrets (0) Federated credentials (0)

Certificates & secrets
A secrot string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

11! Token configuration

APl p

& Expose an API

Description Expires Value Secret 1D

App roles
No client secrets have been created for this application.

& Owners
&. Roles and administrators

B Manifest
Support + Troubleshooting

® Troubleshooting

11. Enter a unique Description for the secret associated with the Cl Sync (EE) Agent App Registration.

12. Then, select a suitable Expires duration based on your organisational policy. Finally click the Add
button.

m St D Ll

App registrations > Syncf nterprise Edition) - Ag

Syncfish - Cl Sync (Enterprise Edition) - Agent | Certificates & secrets

Guidance Note: It is recommended you set a reminder prior to the expiry date of the Secret (i.e. a
reminder to regenerate and update the Secret in the Cl Sync (EE) Agent configuration. The use of the
secret will be clearer once you have read the section on “Install the Cl Sync (EE) Agent”.

The steps to regenerate the secret and update the secret in the Cl Sync (EE) Agent are explained in
Appendix C of this document.
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13. The form now displays the generated secret value (shown in the Value field).

Guidance Note: The Value is only available while you remain on this screen. You must make a copy
of the Value GUID before leaving this form.

Make sure you copy the “Value” and NOT the “Secret ID”.

e Use the copy option to make a copy of the GUID in the Value field.

Home > PIT | App registrations > Syncfish - CI Sync (Enterprise Edition) - Agent

Syncfish - CI Sync (Enterprise Edition) — Agent | Certificates & secrets

Search A7 Got feedback?
B Overview
& Quickstart @ Got a second to give us some feedback? —

#" Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

B Branding & properties

D Authentication @ Appiication registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates & secrets

Il Token configuration Certificates (0)  Client secrets (1)  Federated credentials (0)

9 AP permissions
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,
@ Expose an AP| Do NOT copy the “Secret ID” value.

- New client secret This is NOT the GUID you need.

B App roles

& Owners Description Expires Value

4. Roles and administrators Cl Sync (EE) Agent Client Secret 8/6/2023 EMeE . - _——N,

H Manifest T
Support + Troubleshooting

Make sure you copy the GUID in the “Value” field.
£ Troubleshooting

& New support request

Bookmark: CISyncAgent_AppReg_ClientScrtSecretScrn

Data Capture Note: The secret “Value” will used later by the person performing the tasks in Step 4 —
Install the Multi-Source Cl Sync (EE) Agent. It is recommended you securely store a copy of the secret
so it can be shared internally with the SME performing the Cl Sync (EE) Agent installation.

Click here to return
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14. Return to the Overview page for the App Registration.

e Use the copy option to make a copy of the “Application (client) ID” value.

= Microsoft Azure P Search resources, services, and docs (G+/)

Home > PIT | App registrations

i Syncfish - Cl Sync (Enterprise Edition) — Agent = X
O Search [ Delete &P Endpoints (&l Preview features

@ Got a second? We would love your feedback on Micrasoft identity platform (previously Azure AD for developer). —
Quickstart Copy the value of this GUID (you will need it during the

CI Sync (EE) Agent install process)

# Integration assistant ~ Essentials
Manage Display name Syncfish - €I Sync (Enterprise Edition) - Agent Client credentials 0 certificate, 1 secret
— lf\npl cation (client) ID e05 - e3cc317b6 Redirect URls : Add a Redirect URI
Branding & properties
Object ID B2l " GRhand” Y M 1222700 w02 Application ID URI Add an Application ID URI
D Authentication
Directory ({tenant) ID 34 = 1 Managed application in |... : Syncfish - €I Sync (Enterprise Edition) — Agent
Certificates & secrets .
Supported account types : My organization only

Il Teken configuration

® AP| permissions @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Leam more

@ Expose an API

- @ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and
¥ App roles security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

& Owners

&, Roles and administrators Get Started  Documentation

CiSyncAgent_AppReg_ClientScrtApp

Data Capture Note: The “Application (client) ID” will used later by the person performing the tasks
in Step 4 — Install the Multi-Source Cl Sync (EE) Agent.

15. For clarity purposes only: Upon completion of the above tasks, you should have recorded a copy of the
two values shown below. These values will be needed by the SME performing the tasks in Step 4 —
Install the Multi-Source CI Sync (EE) Agent.

1. The Secret Value

2. The Application (client) ID

At this point Task 3b (Option 1) is now complete. You can therefore skip Task 3b (Option 2) steps on the
subsequent page and move now to Step 4 — Install the Multi-Source CI Sync (EE) Agent which is typically
performed by your infrastructure SME.
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Task 3b (Option 2): Create the App Registration object in your AAD using a Certificate
credential.

1. Inthe Azure Portal, navigate to Azure Active Directory -> App Registrations and click New Registration

m 5 Seatch resources, service, and docs G+ &

g PIT | App registrations

8 endpoints Troubleshooting Refresh L Download [&3] Preview features ¥ Got feedback

e Active Directory Authentication Library (ADAL) and Azure AD Graph. We w

X Disgnose and solve problems updates but we will no longer provids cations will need to be upgraded to Microsoft Authentication Library

MSAL) and Microso
Manage

All applications ~ Owned applications  Deleted applications

¢ application (client) ID to filter these 7 Add filters

This account isn't listed as an owner of any applications in this directory.

# App registrat

A Identity Governance
T Application proxy

3 Custom security attributes
(Preview)

4 Licenses

Cross-tenant synchronization
(Preview)

2. On the Register an application form complete as follows:

e Enter the Name

Guidance Note: Syncfish recommend using “Syncfish - Cl Sync (Enterprise Edition) — Agent”.

If you use another name, then it is highly recommended to include “Agent” in the name to help
distinguish this registration from the ClI Sync (EE) SaaS application Enterprise Application
registration as AAD will show both in the same list on some forms.

e Under Supported account types select “Accounts in this organizational directory only ({Your

Domain/Tenant Name} only - Single tenant)”

e Click Register

Click here to return For distribution directly to a customer of Syncfish Pty Ltd
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Home > PIT | App registrations

Register an application

The user-facing display name for this application (this can be changed later).

Syncfish = Cl Sync (Enterprise Edition) = Agent

Supported account types

Who can use this application or access this API?

tf} Accounts in this organizational directary only (PIT anly - Single tenant) l

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most suthentication scenarios.

Select a platform N | €g. https://example com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies

S —

Click here to return For distribution directly to a customer of Syncfish Pty Ltd
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3. Navigate to API permissions and click Add Permission

P Search resources, services, and docs (G+/)

Home > PIT | App registrations > Syncfish - CI Sync (Enterprise Edition) - Agent

= Syncfish - CI Sync (Enterprise Edition) — Agent | API permissions =

Search CJ Refresh r{l Got feedback?

B Overview

& Quickstart
© The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect t
# Integration assistant organization, or in organizations where this app will be used. Leam more

Manage " giiee
Configured permissions

==
& Branding & properties Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

2D Authentication

Certificates & secrets - Add a permission ll v/ Grant admin consent for PIT

{l! Token configuration

API / Permissions name Type Description Admin consent requ... Status

& Expose an API

EL App roles

& Owners

dl, Roles and administrators

Ml Manifest

4. Navigate to APIs my organization uses and search for Syncfish, and then select the Syncfish - Cl Sync
(Enterprise Edition) entry.

Guidance Note: In the list you are selecting the ClI Sync (EE) Enterprise Application that was
enrolled during Step 2 — Enrol the CI Sync (EE) SaaS application into your AAD earlier in this guide.

2 Search resources, services, and docs (G+/)

Home » PIT | App registrations > Syncfish - CI Sync (Enterprise Edition) — Agent Request API permissions
= Syncfish - CI Sync (Enterprise Edition) — Agent | API p

Select an API

o] (] o
£ Search | ¢ () Refresh A Got feedback? Mi(rosuﬂAPIsI APls my organization uses IMyAPIs

B Overview . .
Apps in your directory that expose APls are shown below

o The "Admin consent required” column shows the default I

&b Quickstart

5 Integration assistant organization, of in organizations where this app will be us
Name Application (client) ID
Manage ) .
Configured permissions Synefish — Cl Sync (Enterprise Edition) ce2fe’ ' "4a-4050-87
B2 Branding & properties

Applications are authorized to call APIs when they are grante

ieati all the permissions the application needs. Learn more about
2 Authentication p pp |

Certificates & secrets = Add a permission /" Grant admin consent for PIT

m )
{11 Token configuration API / Permissions name Type Descrip

> _
API permissions ~ Microsoft Graph (1)

@ Expose an AP User Read Delegated  Signin:

% App roles

i3 Owners . o P
To view and manage consented permissions for individual ap

&l Roles and administrators

E Manifest

For distribution directly to a customer of Syncfish Pty Ltd
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5. Select the “Application permissions” button

oo o BRI

Home

PIT | App registrations

Syncfish - CI Sync (Enterprise Edition)

Agent

- Syncfish - CI Sync (Enterprise Edition) — Agent | APl p

Search
B Overview
Quickstart

#" Integration assistant

Manage
B Branding & properties
D Authentication

Certificates & secrets
11! Token configuration
+ API permissions

Expose an AP

App roles
Owners

& Roles and administrators

Refresh &7 Got feedback?

@ The "Admin consent required” column shows the default u
organization, or in organizations where this app will be us

Configured permissions
Applications are authorized to call APis when they are grante

all the permissions the application needs. Learn more about

Add a permission /' Grant admin consent for PIT

API / Permissions name Type Descrip
Microsoft Graph (1
User Read Delegated  Sign in

To view and manage consented permissions for individual af

Request APl permissions

¢ All APIS

api//ce2iagg <700l gy

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP as the signed-in user.

Syncfish — CI Sync (Enterprise Edition)

Application permissions

Your application runs s a background service or daemon without a
signed-in user

6. Tick the checkbox for sf.cs.en.agent Agent and click the Add permissions button

o BRI

Home > PIT | App registrations

Syncfish

€1 Sync (Enterprise Edition)

Agent

- Syncfish - CI Sync (Enterprise Edition) — Agent | APl p

Search
B Overview

& Quickstart

# Integration assistant
Manage

B Branding & properties
D Authentication
Certificates & secrets
Token configuration
& API permissions
Expose an API

Bl App roles

15

Owners
&. Roles and administrators

Manifest

Support + Troubleshooting
£ Troubleshooting

B New support request

@ ™e “Admin consent required” column shows the default \

Request API permissions

< Al APIs

Refresh /27 Got feedback? .

Syncfish — CI Sync (Enterprise Edition)

api//cdl =

- W

What type of permissions does your application require?

organization, o in organizations where this app will be us

Configured permissions

Applications are authorized to call APIs when they are grante

all the permissions the application needs. Learn more about

Delegated permissions

Your application needs to access the API as the signed-in user.

Select permissions

Start typing a permission to filter these results
+ Add a permission Grant admin consent for PIT Pecwilasion
API / Permissions name 7 Descri
e T vsa
Microsoft Graph (1
stesenagent ©
User Read Delegated  signini || B P

To view and manage consented permissions for individual af

Application permissions

Your application runs as a background service or daemon without 3
signed-in user

expand ol

Admin consent required

Click here to return

to steps index
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7. Back on the main screen for “API permissions”, click the button to “Grant admin consent for {Your
Domain/Tenant Name}”

m o O a

Home > PIT | App registrations > Syncfish - CI Sync (Enterprise Edition) - Agent

- Syncfish - CI Sync (Enterprise Edition) — Agent | API permissions

Search Refresh " Got feedback?
B Overv

Ovrdipe A You ae editing permission(s o your appication, users wil have to cansent even f they v aiready done so previusly
& Quickstart

A Integration assistant

p— @ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or pp. This column may not reflect the vakue in your
aiecs organization, or in organizations where this app wil be used. Leam more

Branding & properties
D Authentication Configured permissions

Applications are authorized to call APIs when they are
all the permissions the application needs. Learn more

Cardiconss & dacrets permissions by users/admins as part of the consent process. The list of configured permissions should include

issions and consen

Il Token configuration

& Bosbii'an AN API / Permissions neme Type

Admin consent requ... Status

Mic

B App roles Sph t
& Cuiis User Read Delegated  Sign in and read user profile No
&, Roles and administrators Syncish - Q Sync (Enterprise Edition)

W Manifest sfcxonagent Application  Agent Yes A Not granted for PIT

Support + Troubleshooting

= To view and manage consented permissions for individual apps, as well s your tenant’s consent settings, try Enterprise applicatio
2 Troubleshooting

& New support request

8. Click Yes to confirm

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in Simulation? This will update any existing admin consent records this application already has to match what is listed
below

Yes No

9. Using the left-hand menu, navigate and select Certificates & secrets. Select client “Certificates (0)” in
the middle of the form.

Home > PIT | App registrations > Syncfish - CI Sync (Enterprise Edition) - Agent

Syncfish - Cl Sync (Enterprise Edition) — Agent | Certificates & secrets =

Search A7 Got feedback?
B Overview
& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
#" Integration assistant

Manage
© Application registration certificates, secrets and federated credentials can be found in the tabs below.
-

Branding & properties

2 Authentication = :
2 Certificates (0) § Client secrets (1) Federated credentials (0)
I Certificates & secrets I
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Token configuration
9 APl permissions T Upload certificate

@ Expose an API Thumbprint Description Start date Expires Certificate ID

App roles

No certificates have been added for this application.
& Owners
& Roles and administrators

I Manifest

Click here to return
to steps index
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10. Click the “Upload certificate” button. Then use the file uploader to import the certificate (public key)
file in one of the supported formats. Enter a description and then select the Add button.

Home > PIT | App registrations > Syncfish - C1 Sync (Enterprise Edition) - Agent Upload certificate %
Syncfish - Cl Sync (Enterprise Edition) — Agent | Certificates & secrets 2 \
Upload a certificate (public key) with one of the following file types: cer, pem, .crt *
Search &7 Got feedback? *Cl Sync Agent Certificate.cer”
B Overview Description
& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web address | CI Sync Agent (App Registration Certificate) ]

# Integration assistant

Manage

2 Branding & properties

D Authentication
Certificates & secrets

Ill Token configuration

o AP permissions

@ Expose an AP

. App roles

& Owners

4. Roles and administrators

B Manifest

Support + Troubleshooting

P tembdecbemmiinn

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0)  Client secrets (1) Federated credentials (0)

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Upload certificate

Thumbprint Description Start date Expires

No certificates have been added for this application.

N

)

11. The certificate should now be displayed in the Certificates list for this App Registration.

= o EEEwemer o

Home > PIT | App registrations > Syncfish - CI Sync (Enterprise Edition) - Agent

Syncfish - Cl Sync (Enterprise Edition) — Agent | Certificates & secrets =

Search
B Overview
& Quickstart

#" Integration assistant

Manage

B Branding & properties

D Authentication
Certificates & secrets

1I! Token configuration

& APl permissions

& Expose an API

HL Approles

& Owners

&, Roles and administrators

W Manifest

A7 Got feedback?

C enable to identify th to the auth service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (1) Client secrets (0)  Federated credentials (0)

Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

T Upload certificate
Thumbprint Description Start date Expires Certificate ID

0CBDOBFOA7751E2E9D684CCFOE2FC CN=CertForCISyncAgent2 27/10/2023 27/10/2024 440ab2b0-94b3-4¢69 D

Click here to return
to steps index
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12.

Return to the Overview page for the App Registration.

e Use the copy option to make a copy of the “Application (client) ID” value.

P Search resources, services, and docs (G+/)

Home > PIT | App registrations

i Syncfish - Cl Sync (Enterprise Edition) — Agent = X
O Search ] Delete & Endpoints [ Preview features
@ Got s second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —>
Quickstart Copy the value of this GUID (you will need it during the

. . Cl Sync (EE) Agent install process)
# Integration assistant A~ Essentials

Manage Display name - Synefish - CI Sync (Enterprise Edition) - Agent, Client credentials : D certificate, 1 secret
— pplication (client) ID : e05 e3cc317b6 Redirect URls : Add a Redirect URI
= Branding & properties
Object ID 32l " GRbhad™ Y MM L2 A0 we2 Application ID URI Add an Application ID URI
D Authentication
Directary (tenant) ID k% = 1 Managed application inI... : Syncfish - €I Sync (Enterprise Edition) — Agent
ifi
Certificates & secrets Supported account types : My organization only
Il Teken configuration
5 API permissions @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Leam more

@ Expose an API

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will cantinue to provide technical support and

L App roles security updates but we will no longer provide feature updates. will need to be upg ta Microsoft Library (MSAL) and Microsoft Graph. Leam mare
& Owners
&, Roles and administrators Get Started  Documentation

CisyncAgent_AppReg_CertApp

Data Capture Note: The “Application (client) ID” will used later by the person performing the tasks
in Step 4 — Install the Multi-Source Cl Sync (EE) Agent.

Click here to return
to steps index
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Step 4 - Install the Multi-Source ClI Sync (EE) Agent
In this step your infrastructure SME will perform the following tasks:

e Task 4a: Create a Windows Service Account for the Cl Sync (EE) Agent to use.

e Task 4b: Configure the Windows Service Account.

e Task 4c: Download the Cl Sync (EE) Multi-Source Agent from the Cl Sync User Interface.
e Task 4d: Run the CI Sync (EE) Agent installer wizard.

Guidance Notes (to prepare for Step 4 and Step 5 tasks)

Syncfish recommends you decide at this point whether to use a Local Windows Account or AD Domain User
Account as the Service Account for the Cl Sync (EE) Agent Windows Service.

We also recommend you decide which authentication type (either Integrated Security vs SQL Native Login)
will be used to authenticate between the Cl Sync (EE) Agent and your SQL Server. The Cl Sync (EE) Agent
uses a SQL Server for two purposes:

1. Forread/write access to the RecVer database. The RecVer database is the Cl Sync (EE) Agent’s delta
record tracking SQL DB.
2. For read access to synchronization data sources for products such as Lansweeper and SCCM.

Pros and cons about using a Local Windows User Account as the Service Account
e A lLocal Account can be quickly created by the person performing the Cl Sync (EE) Agent installation.

e AlLocal Account cannot be used as the SQL authentication account if SQL Server is running on a separate
server to the Cl Sync (EE) Agent. That is, a Local Account cannot be used for “Integrated Security” login
to a remote SQL server. If your SQL Server is remote to the Cl Sync (Agent) server then you need to do
one of the following:

= Either run the Cl Sync (EE) Agent (i.e. the Windows Service) with an AD Domain User Account

= Or, run the Cl Sync (EE) Agent (i.e. the Windows Service) using a Local Windows User Account
and then use a SQL Native Login credential for the remote SQL Server when you add your Source
Connection(s) during Step 5 — Use the CI Sync (EE) Agent Config Utility to Setup a Source
Connection (using Lansweeper as the example) later in this setup guide.

Pros and cons about using an AD Domain User Account as the Service Account
e An AD Domain User account can be used as the authentication account to a remote SQL server.

e An AD Domain User account often needs to setup by a separate team.

For distribution directly to a customer of Syncfish Pty Ltd
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Task 4a: Create a Windows Service Account for the Cl Sync (EE) Agent to use.
1. If you are using a Local Windows User Account, then perform the following (on the target Server):
e Login to the console of the Server with an account that has Local Administrator rights.
e Navigate to Computer Management -> Local Users and = u
Groups -> Users §= g : -
e From the Action menu select New user...
e Enter the User name (e.g. svc-cisync-agent)
e Enter the Full name (e.g. see screen shot)
e Enter the Password
e Confirm the Password when prompted ‘
e |tisrecommended to set the checkbox values shown
below (or amend to your company policy) New User v X
e Click the Create button Username:  [sveciyme agent |
Full name: |CI Sync Agert Service |
e Add the user to the “Users” group. Descroton: | |
PaSSWDrd: |.................... |

Data Capture Note: Make sure you record e |

Username/Password as they will be required during Step '

5 when you run the Cl Sync (EE) Agent Config Utility. U‘m'hg‘pw*n; elosen

The user only needs to be in the Users group. It does not ¥

need to be in any elevated groups.

Help Close

2. Alternatively if you are not using a Local Windows User

Account and instead are using an AD Domain User, then
perform the following in your Active Directory:

Login to your Active Director domain and use the Users and Computers MMC to create a domain
user account.

Create the account according to your company standards for a Service Account (e.g. svc-cisync-
agent or something similar).

The user only requires domain user privileges (i.e. be a member of the Domain Users Group). It
does not require any elevated permissions.

Data Capture Note: Make sure you record Username/Password as they will be required during
Step 5 — Use the Cl Sync (EE) Agent Config Utility to Setup a Source Connection (using Lansweeper
as the example) when you run the Cl Sync (EE) Agent Config Utility.

Click here to return
to steps index
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Task 4b: Configure the Windows Service Account.

Perform the following steps on the server that will be used to run the Cl Sync (EE) Agent.

1. Run secpol.msc

J Run X
— Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.
Qpen: -

& This task will be created with administrative privileges,

Cancel Browse...

2. Navigate to Local Security Policy

3. Navigate to Local Policies -> User Rights Assignment and double-click the Log on as a service list entry

Local Securty Seting  Exglsin

W togonasasencs

NT SERVICEWALL SERVICES

Add Uses o Geousp.

4. Click Add User or Group and enter the name of the user created above during (either the AD Domain
User Account or a Local Windows User Account)
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Click Check Names
Click OK
Select Users or Groups X
Select this object type:
|U5ers or Built4n security principals | Object Types...
From this location:
[HBWINSRVOT | | Locations...
Enter the object names to select (gxamples):
HBWINSRVO1\sve-cisync-agent| Check Names
Advanced... Cancel

7. Click Apply and OK

Log on as a service Properties ? X
Local Security Setting  Explain

j' Log on as a service

HBWINSRVO1 sveccisync-agent
NT SERVICEVALL SERVICES
Add User or Group... Remove
QK Cancel PApply
Click here to return | For distribution directly to a customer of Syncfish Pty Ltd
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Task 4c: Download the Cl Sync (EE) Multi-Source Agent from the Cl Sync User Interface.

Login to your Cl Sync (EE) Saa$ instance at https://YourCo.syncfish.app

In the CI Sync Ul, navigate to Settings > Connections.
Click the “Download” next to the Source Connections list.

T € Smehonizer Mn ety DR toa Ml

Settings

4. Use the drop down list and select the “Multi-Source” option to select the Cl Sync (EE) Multi-Source

Agent described in these instructions, and then select the Download button.

Guidance Notes:
1. The options presented in the drop down list are based on the Cl Sync (EE) licence allocated
to your organization. Please contact Syncfish if you do not see the “Multi-Source” option.
2. Ifyou see “Lansweeper” in the dropdown list this refers to the original “single-source” ClI
Sync (EE) Agent. Do not select the “Lansweeper” option if wanting to download/use the
new “Multi-Source” agent described in these instructions.

Settings

Agent downloads

Lansweeper v
o —

| Multi-source
+ Show older versions
agentlansweeper.installer.test release-2.2.0.msi

* Separate agents are required for Prod and Test environments. A single agent can only be configured to

communicate with a single CI Sync (EE) SaaS instance. Separate installers exists explicitly for each
environment TEST and PROD. The two agents (one for TEST and one for PROD) can both reside on the
same windows server (or they can be installed on separate servers). Most customers tend to install both on

the same server and we refer to this as having “side-by-side” agents.

o For new agent installations the agent will “self-enrol” with the Saa$S platform and a new connection will
show up in the connections list

o Please refer the Customer Setup Instructions pdf that you received when you initially set up Cl Sync (EE). If
you didn't receive this pdf or need another copy please contact Syncfish support

Click here to return

to steps index
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Task 4d: Run the ClI Sync (EE) Agent installer wizard.
Perform the following steps on the server that will be used to run the Cl Sync (EE) Agent.

1. Runthe Cl Sync (EE) Agent installer to commence the installation.

== ClSynchronizerAgent Setup b

Welcome to the
CISynchronizerAgent Setup
Wizard

The Setup Wizard will install CISynchronizerAgent on your
computer. Click Mext™ to continue or "Cancel” to exit the
Setup Wizard.

< Back Cancel

2. Click Next and change (if desired) the Service Display Name and Description

== ClSynchronizerAgent Setup bt

(ISynchronizerAgent Service Information

Service information details

Service Display Name:

CISynchronizerAgent

Description:
CISynchronizer Agent Service

< Back Cancel

3. Click Next
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A X X 4

4. Enter the name for the Service Account created during Task 4a: Create a Windows Service Account for
the CI Sync (EE) Agent to use. (either the Local Windows User Account or the AD Domain User Account)

e If using a domain account, enter the AD Domain in the first field and the username in the next field.

e If using a local account, leave the first field (Domain) blank and just enter the local user account
the second field (e.g. svc-cisync-agent).

e Enter the password for the account.

== ClSynchronizerAgent Setup X

| Service User Account

Specify user account to run the service

Domain: (leave empty for local user account)

User Name:

Password:

< Back Next > Cancel

e Click the Next button

5. At Select an Installation Folder, change if required, and click Next

== ClSynchronizerAgent Setup — *

Select Installation Folder
This is the folder where CISynchronizerAgent will be installed.

To installin this folder, didk "Next™, To install to a different folder, enter it below or dick
"Browse™,

Folder:
C:\Program Files\Syncfish\CISynchronizerAgent, Browse...

< Back Cancel
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6. Click Install on the Ready to Install prompt

s ClSynchronizerAgent Setup e

Ready to Install
The Setup Wizard is ready to begin the CISynchronizer Agent installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel” to exit the wizard.

< Back Install Cancel

7. Wait for the installation to complete (several minutes).

== ClSynchronizerfgent Setup b4

Completing the
CISynchronizerAgent Setup
Wizard

Click the "Finish™ button to exit the Setup Wizard.

< Back Cancel

e Click Finish

Guidance Note: Upon completion the Cl Sync Agent Config Utility will be automatically launched.
Instructions for using the Cl Sync Agent Config Utility are in Step 5 — Use the Cl Sync (EE) Agent Config

Utility to Setup a Source Connection (using Lansweeper as the example) (the next section).

Click here to return
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Step 5 — Use the Cl Sync (EE) Agent Config Utility to Setup one or more Source
System Connections

In this step your Source System (or infrastructure) SME will perform the following tasks. Depending on your
specific circumstances you may also require the assistance of an AAD SME and a SQL DBA.

e Task 5a: Use the ClI Sync (EE) Agent Config Utility to enter connection values.

e Task 5b: Use the Cl Sync (EE) Agent Config Utility to test the connection values and register the Cl Sync
(EE) Agent with your CI Sync (EE) SaaS Instance.

e Task 5c: Use the Cl Sync (EE) Agent Config Utility to setup Source System Connections.

Task 5a: Use the ClI Sync (EE) Agent Config Utility to register the Cl Sync (EE) Agent with your
Cl Sync (EE) SaaS Instance.

Perform the following steps on the server where the Cl Sync (EE) Agent was installed (referred to as the “Cl
Sync (EE) Agent Server”).

1. If you have just completed Step 4 — Install the Multi-Source CI Sync (EE) Agent (to |""'".”“‘°" o
install the Multi-Source Cl Sync (EE) Agent) the Cl Sync (EE) Agent Config Utility will
have automatically loaded. If the Config Utility is not running the locate and run
from the Start Menu (i.e. run the “CISynchronizerAgent Config Utility” program).
g

Click here to return

to steps index
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2. Ifyou are running the Config Utility for the first time the Cl Sync (EE) Agent (i.e. the Windows Service)
needs to be registered with your customer specific Cl Sync (EE) SaaS instance. You can see this from the
“NOT REGISTERED” text at the top of the form.

== Configuration - NOT REGISTERED H »

Configure | Source Systems

AzureAD

Instance URL | https://login.microsoftonline.com/
ClSync Application (client) ID
Directory (tenant) ID
App Registration (client) ID

Authentication Method =

CISync Instance

Extractor API URL

Test Connection

Connect

Follow the guidance on the subsequent pages to enter the required values. Two sets of instructions are
provided depending on which authentication method you are using.
e Follow Task 5a (Option 1): Client Secret Authentication Steps if your AAD App Registration object
was configured by your AAD SME to use a Client Secret.
e Follow Task 5a (Option 2): Certificate Authentication Steps if your AAD App Registration object was
configured by your AAD SME to use a Certificate.
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Task 5a (Option 1): Client Secret Authentication Steps
1. Use the CI Sync Configuration Utility, navigate to the Configure Tab (as shown below) to enter the
relevant values. The table below explains each field and the required value.
== ClSynchronizerAgent Configuration - NOT REGISTERED X
Configure | Source Systems
AzureAD
o Instance URL | https://login.microsoftonline.com/
eCIS)'\: Application (client) ID |82
eD rectory (tenant) ID |2
o.\pp Registration (client) ID |fea™ "2 > : * "ab81
eﬁulﬂeﬂnca:l:n Method | ClientSecret
eApp Registration Client Secre |eeeee . . (&
ClSync Instance
o Extractor AP| URL |http://1
# | Field Name on the Configure Tab Value you need to enter
1 | Instance URL https://login.microsoftonline.com/
Note: This is the URL to the directory provider.
In all cases use the value shown in the next
column.
2 | CISync Application (client) ID fal5c¢723-addb-4922-8463-8d0fbced7cbl
Note: This is a static value provided by Syncfish.
In all cases use the value shown in the next
column.
3 | Directory (tenant) ID This value is obtained via your Azure Portal under Active
Note: This is your Azure Active Directory Directory -> Overview.
Tenancy ID (the same one you provided to Basic information
Syncfish when your Cl Sync (EE) Saa$ instance Name e
was being provisioned. T - mw D
4 | App Registration (client) ID See the screen shot below for reference or you can click
Note: Enter the client ID of the App Registration | here to skip.back to the task in Step 3 where you
in your Azure AD you created during Step 3 — recorded this value.
Create an AAD App Registration for Cl Sync (EE) | EEa————"—" EESRELs
Agent AUthentICthOﬁ. g Syncfish - Cl Sync (Enterprise Edition) - Agent
A [ z X g
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# | Field Name on the Configure Tab

Value you need to enter

5 | Authentication Method

Select ClientSecret

6 | App Registration Client Secret

Note: Enter the Value field (NOT the Secret ID
GUID) for the Cl Sync (EE) Agent you recorded
when creating the Azure AD App Registration
for the Agent.

See the screen shot below for reference or click here to
skip back to the tasks where you first created and
recorded the secret Value. If you didn’t record the secret

Value at the time you will need to regenerate it.

Syncfish - C1 Sync (Enterprise Edition) - Agent | Certificates & secrets

°

E-—d—><

7 | Extractor APl URL

Note: This is your customer specific Cl Sync APl
URL (i.e. the “Extractor API” URL) sent to you by
Syncfish.

This is your company specific Cl Sync (EE) URL with an
[extractor suffix. That is:
https://YourCo.syncfish.app/extractor

the Windows Credential Store.

Informational Note: Secrets entered into the Cl Sync (EE) Agent Configuration Utility are stored in

Finally, skip past Task 5a Option 2 (on the next page) and instead proceed straight to Task 5b: Use the Cl
Sync (EE) Agent Config Utility to test the connection values and register the Cl Sync (EE) Agent with your

ClI Sync (EE) SaaS Instance.

Click here to return
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Task 5a (Option 2): Certificate Authentication Steps

Informational Note: This section assumes the organization has a certificate management solution in
place and the certificate related to this activity (which was also used for the AAD App Registration object
creation) is available to the Windows Server being used to install/run the Cl Sync (EE) Agent (i.e. the
Windows Service).

1. Import the Digital Certificate into the Windows Local Machine Certificate Store. It is recommended you
do not import into the Current User Certificate Store.

Informational Notes:

e The Digital Certificate referred to above is the provided to you by your AAD SME (i.e. the SME
who performed Task 3b (Option 2): Create the App Registration object in your AAD using a
Certificate credential. in your AAD using a Certificate Credential).

e When importing the certificate, it is recommended you import to the Local Machine Certificate
Store. If you import it to the Current User you will almost certainly strike errors when the Cl
Sync (EE) Agent user account (i.e. the user account used by the Windows Service) tries to access
the certificate.

e Only consider importing to the Current User Certificate if you are running the Cl Sync (EE) Config
Utility with “Run As” in the context of the Cl Sync (EE) Agent user account (i.e. the user account
used by the Windows Service).

2. Ensure the Cl Sync (EE) Agent user account (i.e. the user account used by the Windows Service) has

sufficient permissions to read the Digital Certificate you imported. The following steps explain how to
check/set the right permissions.

Open Microsoft Management Console
Navigate to Certificates - Local Computer = Personal = Certificates

Right-click on the relevant certificate (the one you imported) and select All Tasks - Manage
Private Keys

& certim - [Certificates - Local Computer\Personal\Certificates]
File Action View Help
L N & X H m
a¥ Certificates - Local Computer Issued To Issued By Expiration Date  Intended Purposes  Friendly Name
v 1] Personal 2 = MS-Organization-P2P-Access [2021]  9/23/2022 Server Authentication  <None>
Cadifichins MS-Organization-P2P-Access [2023]  2/9/2024 Server Authentication  <None>
Trusted Root Certification Authorities g
e DR RS : - Ms-O1 on-P2P-Access [2022]  8/23/2023 Server Authentication  <None>
Enterprise Trust - ; 2
ST S s Al - = Ms-Organization-Access 3/22/2032 Client Authentication  <None>
ntermediate Certification Authoriti .
Tnsitad Pl Jag CertForCiSyncAgent CertForCiSyncAgent aco Client Authenticatio. _<None>
bt Coitcatas 23] Lansweeper Secure Server SHAS12 Lansweeper Secure Sen.  Open Client Authenticatio..  Lansweeper Secure
3 rty Root Certfication Authorities 25 Lansweeper Secure Website Lansweeper Secure Wel [ = -~
ted People T4l Lansweeper Secure Website Lansweeper Secure Wel
Client Authentication Issuers 2locathost localhost Cut Request Certificate with New Key.
Preview Build Roots 25 Windows Azure CRP Certificate Generator Windows Azure CRP Ce Copy Renew Certificate with New Key..
Test Roots Delete
Manage Private K
AAD Token Issuer & "=
Homegroup Machine Certificates Properties Advanced Operations
Remote Desktop Heo ey

Certificate Enrollment Requests

Click here to return
to steps index
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d. Onthe permissions window, click the Add button.

Permissions for CertForCISyncAgent private keys X
Security

Group or ussr names:
S8 CREATOR OWNER
£R sYSTEM
82 Administrators (dv-bld-fish-vm\Administrators)

Add.... Remove
Pemissions for CREATOR
OWNER Allow Deny
Full control [} O
Read O

Special permissions

For special permissions or advanced settings,
click Advanced

oK Cancel Apply

e. Search for Users, locate the Cl Sync (EE) Agent User (e.g. svc-cisync-agent), press Check Names,

then press the OK button.

Select Users or Groups X

Select this object type:

‘Users or Built4n security principals ‘ Object Types

From this location:
‘HBW\NS RVO1 ‘

Locations

Enter the object names to select {examples):
HBWINSRVO1\svc-cisync-agent

Check Names

Advanced Cancel

f.  Back on the permissions window, make sure Full control and Read are ticked

. Then click Apply and
then Ok.

Security

Group or user names:

£ CREATOR OWNER

£2 sysTEM

£2 Administrators (dv-bld-fish-vm\Administrators)
B& Users (dv-bld-fish-ym\Users)

Add... Remove
Permissions for Users Allow Deny
Full control O
Read O
Special permissions
For special permissions or advanced settings, Advanced
click Advanced.

oK Cancel Apply

Click here to return For distribution directly to a customer of Syncfish Pty Ltd
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3. Use the Cl Sync Configuration Utility, navigate to the Configure Tab (as shown below) to enter the
relevant values. The table below explains each field and the required value.

== Configuration - NOT REGISTERED

Configure | Source Systems

AzureAD
o Instance URL | https://legin.microsoftonline.com/

92\5‘;’-: Application (client) ID |i )
eD rectory (tenant) ID |3 )
o»‘«:m Registration (client) ID |«
6 Authentication Method | Certificate
Certificate Location | LocalMachine

G Certificate Store | My

Certificate Name | CN=CertForCISyncAgent

CISync Instance

o Extractor API URL | http: Z a8 r

# | Field Name on the Configure Tab

Value you need to enter

1 | Instance URL

Note: This is the URL to the directory provider.
In all cases use the value shown in the next
column.

https://login.microsoftonline.com/

2 | CISync Application (client) ID

Note: This is a static value provided by Syncfish.
In all cases use the value shown in the next
column.

fal5c723-addb-4922-8463-8d0fbced47cbl

3 | Directory (tenant) ID

Note: This is your Azure Active Directory
Tenancy ID (the same one you provided to
Syncfish when your Cl Sync (EE) Saa$ instance
was being provisioned.

This value is obtained via your Azure Portal under Active
Directory -> Overview.

Basic information

Primary domain syncfish.comau

License Azure AD Premium P2

4 | App Registration (client) ID

Note: Enter the client ID of the App Registration
in your Azure AD you created during Step 3 —
Create an AAD App Registration for Cl Sync (EE)
Agent Authentication.

See the screen shot below for reference or you can click
here to skip back to the task in Step 3 where you
recorded this value.

m A et b, o G0 O FICEEE

g Syncflish - €I Sync (Enterprise Edition) — Agent

5 | Authentication Method

Select Certificate

Click here to return
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# | Field Name on the Configure Tab Value you need to enter

6 | Certificate Location Options: LocalMachine, CurrentUser

Recommendation: It is strongly recommended you use
LocalMachine, as the current user account (the person
installing/running the CI Sync (EE) Agent Config Utility) is
not the same as the Cl Sync (EE) Agent user account (i.e.
the user account used by the Windows Service).

If you have saved the certificate in the CurrentUser
context, rather than the LocalMachine context (of the
Windows Certificate Store) it will cause an error when the
Cl Sync (EE) Agent user account (i.e. the user account
used by the Windows Service) tries (and fails) to read the
certificate from the Windows Certificate Store.
Certificate Store Options: AddressBook, AuthRoot, CertificateAuthority,
My, Root, TrustedPeople, TrustedPublisher

The Certificate Store selections are a standard set of
values provided by the Microsoft and correspond to the
folders in the certificate store.

Recommendation: It is recommended this value be set to
the “My” store (this translates to the
“Personal/Certificates” path in the Windows Certificate
Store).

Certificate Name Enter the subject of the certificate related to the Cl Sync
(EE) Agent authentication to the App Registration object.

7 | Extractor APl URL This is your company specific Cl Sync (EE) URL with an
Note: This is your customer specific Cl Sync API /extractor suffix. Tha.t is:

URL (i.e. the “Extractor API” URL) sent to you by https://YourCo.syncfish.app/extractor

Syncfish.

4. Finally, proceed to Task 5b: Use the Cl Sync (EE) Agent Config Utility to test the connection values and
register the Cl Sync (EE) Agent with your Cl Sync (EE) SaaS Instance.
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Task 5b: Use the Cl Sync (EE) Agent Config Utility to test the connection values and register
the ClI Sync (EE) Agent with your Cl Sync (EE) SaaS Instance.

1. After entering the various values, click the Connect button under the “Test Connection” heading.

== Configuration - NOT REGISTERED

Configure | Source Systems
AzureAD

Instance URL

CiSync Application (client) ID (Lo cee o cooe oo weee

https:/login.microsoftonline.com,

Directory (tenant) ID |2

App Registration (client) ID
Authentication Method

App Registration Client Secre

ClISync Instance
Extractor API URL

Test Connection

Connect

ClientSecret

http:

Close

2. Ifthe connection test fails an error message dialog will be displayed containing details of the error (see

examples below).

Example #

Screen Shot

Applicable Authentication Method and Possible Cause

1 Azu

re AD & Source Systems connectivity X

Error azure authentication: AADSTS700016: Application with

‘Q identifier ‘fea688f3.d0ed-45a¢-blec-4dba3ae3abs2’ was not

found in the directory 'CORP, This can happen if the
application has not been installed by the administrator of the
tenant or consented to by any user in the tenant. You may
have sent your authentication request to the wrong tenant.
Trace ID: d0de185b-389 -4ci6b-b2c0- 3390480400
Correlation ID: 0645ct6-d4b4-433b-8696-21134dde8eS
Timestamp: 2023-05-10 10:58:062

oK

Applicable Authentication Method
M Client Secret Authentication

M Certificate Based Authentication
Possible Cause

The App Registration (client) ID value entered into the CI Sync
(EE) Config Ul does not match (cannot be located) in Azure
AD. Recheck the App Registration in AAD and ensure you
have copy/pasted the correct App Registration as per the
steps and tasks from Section 4 of this document.

Click here to return
to steps index
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Example #

Screen Shot

Applicable Authentication Method and Possible Cause

2

1 Azure AD & Source Systems connectivity X

|
0 Error azure authentication: Keyset does not exist

oK

Applicable Authentication Method
Client Secret Authentication

M Certificate Based Authentication
Possible Cause

The CI Sync (EE) Agent cannot locate the Digital Certificate in
the Windows Certificate Store due to a permissions error.
There are several reasons this might occur. Refer to
Appendix Z and specifically Trouble Shooting Topic Z1: Keyset

does not exist error using Cl Sync Agent “Test Connection” to
validate Azure authentication with certificate based

Azure AD & Source Systems connectivity X

o Error azure authentication: Certificate not found:
‘CN=ClSyncDemoCertX, O=Demo Group, C=AU,
E=demo@syncfish.com.au’ store location: ‘LocalMachine’ store
name: "My’

oK

Applicable Authentication Method

Client Secret Authentication

M Certificate Based Authentication

Possible Cause

The CI Sync (EE) Agent cannot locate the Digital Certificate in
the Windows Certificate Store due to a mismatch in the
Certificate Name attribute. Refer to Appendix Z and
specifically Trouble Shooting Topic Z2: Certificate not found

error using Cl Sync Agent “Test Connection” to validate Azure
authentication with certificate based authentication.

Azure AD & Source Systems connectivity X

th identifier
application

rosof
"$9dd80’, Trace ID:

1200 Con

ebBcd Timestamp: 2024-02-22

oK

Applicable Authentication Method
Client Secret Authentication

M Certificate Based Authentication
Possible Cause

The CI Sync (EE) Agent cannot locate the Digital Certificate
associated with the App Registration in the Azure AD (based
on the certificat thumbprint value). Recheck the App
Registration in AAD and ensure you have the corect
certificate details stored against the App Registration and the
correct Digital Certificate has been imported into the
Windows Certificate Store.

Guidance Note: In most cases an error here will be one of the following:

The server running the Cl Sync (EE) Agent (the Windows Service) does not have HTTPS
outbound access to the Internet.
One of the values entered on the Configure Tab is incorrect (e.g. the details for the App

Registration object in AAD are not correct).

There is a mismatch in the format of the Certificate Name entered into the Cl Sync (EE) Config
Utility vs the actual name of the Certificate in the Windows Certificate Store.

Appendix Z of this document contains trouble shooting notes on certain error messages.

If the error cannot be resolved, please reach out to your Syncfish contact or email
support@syncfish.com.au.

Click here to return
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3. Ifthe Agent successfully authenticates to your customer specific Cl Sync (EE) SaaS instance the Test
Connection result will look as shown below.

Test Connection

Validate credential store : Ok

Configuration validation : Ok
Azure AD authentication : Ok

Validate licensed systems : Ok

4. Click Yes to register the Cl Sync (EE) Agent with your customer specific Cl Sync (EE) SaaS instance.

Cl Synchonizer Configuration

5. Click OK to agent being registered successfully.

Agent registration *

:' Agent registered successfuly
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6. Optionally, view the View the ClI Sync (EE) Agent log file content as an initial check there are no errors:

e Open the latest Cl Sync (EE) Agent log file in the folder:
C:\Program Files\Syncfish\CISynchronizerAgent\service\logs

e Ifyou see “No execution task” in the logs and no related ERROR logs the Agent is successfully
communicating with your Cl Sync (EE) SaaS instance

" LRELOG20220614.log - Notepad

File Edit Format View Help
p822—86—14 00:49:49.874 +80:80 [INF]

**% Service running as: lsagent

% Server: dv-bld-fish-vm

“¥* Database: lansweeperdb

*** Db Timeout Secs: 68

=*x Url: https://bld.syncfish.com.au/extractor

*#*% Pglling interwval (sec): 30

#=*% Log level: Information

*** | og persistence (days): 30

=*® Tndex Maintain: off

#*% Run RecVerDeleteFullSync: false

*=** Run AddBatchObjectDateTimeToltc: true
2022-06-14 80:49:49.956 +80:00 [INF] >>>>>»

Service run: "2822-86-14T60:49:49,9568313+608:08"
2022-06-14 ©0:49:58.761 +00:00 [IN‘] No execution taskl
2022-06-14 00:50:28.774 +08:80 [INF] >>>>>

Service run: "2822-86-14T60:50:20. 724924500047
2022-86-14 00:58:20.880 +80:80 [INF]| No execution taskl
2022-06-14 00:50:50.868 +0@:80 [INFJ 55555

Service run: "2022-86-14TB0:50:50.8686689+00:08"
2022-86-14 00:58:50.937 +80:80 [INF] No execution task
2022-86-14 80:51:28.938 +08:80 [INF] >>>>>

Service run: "2022-86-14TB0:51:20.9388940+80:08"
2022-86-14 008:51:20.997 +80:80 [INF] No execution task

Informational Note: Log files are organised by day eg: LRELOG20220615.log = logs for the 15th
June 2022.
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Task 5c: Use the ClI Sync (EE) Agent Config Utility to setup Source System Connections.

The ClI Sync (EE) Agent technology allows you to sync from multiple different source systems in a single
agent. Each Source System is represented in the Cl Sync (EE) Agent as a Source System Connection.
Source Systems include products such as Lansweeper, SCCM, Intune, Azure and so on.

Each source system (i.e. source system product) implements its own authentication technology and
requirements. Therefore, the steps to setup a Source System Connection using the Cl Sync (EE) Agent
Config Utility are different for each system source.

Please now skip to the relevant Appendix listed below for instructions on using the Cl Sync (EE) Agent
Config Utility to create one or more Source System Connections within the Cl Sync (EE) Agent.

Skip to Appendix D for How to add Lansweeper as a Source Connection to the Cl Sync (EE) Agent.
Skip to Appendix E for How to add Intune as a Source Connection to the Cl Sync (EE) Agent.
Skip to Appendix F for How to add Azure as a Source Connection to the Cl Sync (EE) Agent.

After completing the tasks in the relevant Appendix, return here have your ServiceNow SME proceed
with Step 6 — Configure your ServiceNow to be ready for Cl Sync (EE).

Click here to return

to steps index
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Step 6 - Configure your ServiceNow to be ready for Cl Sync (EE)
In this step your ServiceNow Admin SME will perform the following tasks

e Task 6a: Configure the Batch API timeout.

e Task 6b: Configure the CMDB Cl Software Package Name field for increased performance.

e Task 6¢: Create a User Account (to be used by the Cl Sync (EE) Saa$S application).

e Task 6d: Configure permissions on the new User Account.

e Task 6e: (Optional) Configure additional authentication controls for OAuth or MFA.

e Task 6f: (Optional though recommended) Update your ServiceNow Cl forms to include additional
Related Lists populated by Cl Sync (EE).

Task 6a: Configure the Batch API timeout.

1. Navigate to your ServiceNow at this URL:
https://Yourlnstance.service-now.com/sysrule_quota_list.do?sysparm_query=nameLIKEbatch
2. From the list, locate the entry where the Name is “Rest Batch API request timeout”

3. Change the “Maximum Duration (seconds)” to 60, then click Update

Transaction Quota Rule = . .
= REST Batch API request timeout ¢ = Update || Delete
Name | REST Batch API request timeout Application  Global
Active Execution Order 100

Maximum Duration (seconds) 30 Maximum Events

Business Rules Maximum Jobs.
Maximum Database Time (total) Maximum SQL Queries
Maximum SQL Statement Time

Maximum Outbound Requests Maximum Outbound Request
Duration (seconds)

% Condition | Add Filter Condition || Add "OR" Clause

All of these conditions must be met

Type . is ~| | BatchREST v AND || OR

URL = || matches regex v| | “api/now(/v[0-9]#)2/bat | | AND || OR

Description | This quata rule applies to all incoming REST Batch API transactions. Any transaction exceeding the maxium duration set here will be cancelled.
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Task 6b: Configure the CMDB ClI Software Package Name field for increased performance.

Context Note: The standard configuration of the “Software” (table: cmdb_ci_spkg) table has the “Package
name” (field: package_name) field set as the Display field for the table.

The Package name field is a calculated fields which results in the table API performing additional redundant

lookups.

Unchecking the Display property results in a ten (10) times improvement in synchronization performance.

There are two options for completing the configuration of your ServiceNow instance:

Option

Summary and Link to Detailed Instructions

Option 1 — Automated Steps using Update Set e Download a Syncfish supplied Update Set,

import, preview and commit.

e See subsequent pages for Task 6b (Option 1):
Automated Steps using UpdateSet.

Option 2 — Manual Steps using ServiceNow Ul Steps e  Your SME uses the ServiceNow Ul to manually

modify the dictionary configuration and
updates the various related list fields.

e See subsequent pages for Task 6b (Option 2):
Manual Steps using ServiceNow UI.

Each of the above options achieves the same end-result. That is, each option applies the following changes:

AIX Server
Computer

ESX Server
HPUX Server
Hyper-V Server
Linux Server
Netware Server
OS/X Server
Solaris Server
UNIX Server
Windows Server

Updates the dictionary record to display=False on the table “cmdb_ci_spkg” for column “package_name”

Add the “Package name” field to the “List Layout” on each of the following CI Class default views:

Click here to return

to steps index
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Task 6b (Option 1): Automated Steps using Update Set

Informational Note:

The update set includes two types of update as follows.

1. It updates to the Dictionary on the table “cmdb_ci_spkg”.
2. It adds the “Package name” field to the default “List Layout” on a few Cl Classes

These two updates are shown in the screen below.

Customer Updates in Batch (43)  Chiki Update Sets

=  CustomerUpdates Search MName
= Name =Type = Target name

List Layout Linux Server Software Instance

w list cmdb drava TStan cmdb pSX S8 List Layout ESX Server, Software Instance
T e sotwasePackage norme
Sya List Layout UNIX Server. Software instance

List Layout HPUX Server Software Instance

sy List Layout Netware Server. Software instance
List Layout AIX Server Software Instance

svE List Layout Windows Server Software Instance

sys List Layout Hypes-V Server Software Instance

List Layout OS/X Server. Software Instance

List Layout

Computer Software Instance

solarts server null

i list cmdb software mstance cmdb of

List Layout Solarts Server. Software Instance

When you preview the update set (as part of Step 9 below) you may see preview errors if the above List Layout
have already been modified in your ServiceNow instance. If you receive preview errors and use the instruction

= Table

Software Instance famdb_software_instance]

Software Instance [cmdb_software_instance]

Software [cmdb_ci_spkgl

Software Instance fomdb_software_instance]

Software Instance [omdb_soltware_instance]

Software Instance famdb_soRtware_instance]

Software Instance [amdb_software_instance]

Software Instance [amdb_software_instance]

Software Instance [cmdb_software_instance]

Software Instance [andb_software_instance]

Software Instance famdb_software_instance]

Software Instance [cmdb_software_instance]

in Step 9 to decide how best to proceed. If in doubt contact Syncfish for assistance.

I wizof12 B

Default view

Default view

Detault view

Detault view

Default view

Default view

Default view

Detault view

Default view

Detault view

= Action

INSERT_OR_UPDATE

INSERT_OR_UPDATE

INSERT_OR_UPDATE

INSERT_OR_UPDATE

INSERT_OR_UPDATE

INSERT_OR_UPDATE

INSERT_OR_UPDATE

INSERT_OR_UPDATE

INSERT_OR_UPDATE

INSERT_OR_UPDATE

INSERT_OR_UPDATE

INSERT_OR_UPDATE

Download the update set from Syncfish at the below URL:

https://downloads.syncfish.app/servicenow/cisync-fix-software instance-import-slowness.xml

Open a browser and navigate to your ServiceNow instance

In the left nav menu search for “Retrieved Update Sets” and click to open

Right click on the column heading row and select “Import XML"

¥ E Retrieved UpdateSets Name
Sightic —

355 = Retrieved Update Set car

Name - Awlkatinnl P e n

Search Sesrch Sort(ztoa)

Group By Application
Launch Interactive Analysis |~

Create Application Files

Show XML

Click here to return
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6. Select “Choose File”
7. Select the downloaded file “cisync-fix-software_instance-import-slowness.xml|”
8. Click to open the Update Set

Favorites  History ~ Workspaces

ClSync EE

CISyncEE-
Software Instance | Global Lo

ImRortsfo..
Related Links
Import Update Set from XM

9. Click “Preview Update Set”
10. If there are no preview errors, Click “Close” and proceed to Step 12 below to Commit the Update Set.

now Al Favorites  Mistory ! Retrieved Update S

CiSync EE - Software Instance import slow... 77

-

Update Set Preview

11. If there are preview errors, they are likely to be related to the List Layout update (as described in the
Informational Note at the start of this task). Use the details below to diagnose and resolve the errors
and if in doubt contact Syncfish for assistance.

= [fthere are preview errors, view the errors in the ‘Update Set Preview Problems’ shown below.

tetrieved Update Set
Sync [T Software Instance import slowness

db_ci_sphg table to be Mame rather than Package name
st Layouts are modified to include Package name

Updiate Delete Run Preview Again

Related Links

) | Child Update Sets

For distribution directly to a customer of Syncfish Pty Ltd
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=  Make sure all the errors are related to the Ul List view updates and the error is not for the
Dictionary update then you can Skip the remote update in the Available Actions list.
Update Set Preview Problems (1) | Customer Updates (12) | Child Update Sets
= | Update Set Preview Problems  Search | Type v Search 1 tolefl =]
= Update Set=ClSync EE - Software Instance import slowness = Status = (empty)
5;5_:; Q = Type = Remote update = Description = Available Actions

w

Compare with local
Show local record

D) & Error sys wi list emdb software instance cmdb ... Found a local update that is newer than this one Show local update
Accept remote update

Skip remote update

tolofl
Actlons on selected rows. w

12. Click “Commit Update Set”

Guidance Note: You can skip the next few pages and move directly to Task 6¢c: Create a User Account (to be
used by the Cl Sync (EE) SaaS application).

For distribution directly to a customer of Syncfish Pty Ltd
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Task 6b (Option 2): Manual Steps using ServiceNow Ul

Guidance Note:

Only perform the below steps if you didn’t use Option 1 above (i.e. didn’t use the Update Set option).
Option 2 consists of bullet points 1 through 15 on the next couple of pages.

If you have already used Option 1 (the automated method) then skip through all 15 items below and
continue from Task 6¢: Create a User Account (to be used by the Cl Sync (EE) SaaS application) onwards.

1. Navigate to the dictionary record for Table: cmdb_ci_spkg, Column name: package_name using the

following URL: https://yourinstance.service-
now.com/sys dictionary list.do?sysparm query=nameSTARTSWITHcmdb ci spkg%5EelementSTARTSW

ITHpackage name

2. Open the record
3. Uncheck Display
4. Click Update

{ == Dictionary Entry - Package name [Advanced view"] & M oo AddDesiedState || Save | Update

which becames the fickd label, and the column name. If pocessary, sct

tries, schoct a Table and the ficld Type of the
Disphay Value for rederence el 50 it appears on &

gy [ f— chockbox

‘Alters the behavior of a fiskd or functionality that depends on the field. Mose Info

atributes edge_encryption_enabled=true

valuies from, phus  Dependent field.

Add Desireci State | | Save | Update

Related Links

Add 10 Ugdats Set
Show
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5. Next, you need to update the “Software Installed” Related Lists column layout for a number of CMDB
Cl record types. To begin with, execute the steps below to update the Windows Server — Default view
(and the repeat these steps for the additional Cl record types noted at the end of this step)

= Navigate to “Windows Servers”

= Scroll down to the form to see the Related Lists (the set of tabs at the bottom of the form)

= (Click “Software Installed”

=  Right click the column heading (e.g. Package Name) within the “Software Installed” Related List

= Select “Configure”

=  Select “List Layout”

Windows Server - tyo-sv-0001 +r

Update | Detete |
Related Links
Subscriba

Netwerk Adapters (1) Sterage HBAs  Storage Devices(3)  File Systems (8) | Software Installest (2¢] | RunningProcesses  Serfal Numbers  €11Ps  DNS Names for Cls

Memory Madules (2)  TCP Connections  Tracked Configuration files (2)

= ¥ |ProductNamePack - | Search

nstallec on.= tyo-sv-0001
Adab Flash Player 10 ActiveX 10 ot it 1005364

Adol 940 2019-12-18

fic 4030019 171219

Microsoft NE ot EEnre 4030317 20191219

10-Ch Microsoft Off 14047631000 201942.18

. Microsoft O Security Rules ] 14047631000 194219

016 Microsoft Off 1406025.1000 191218

Lis\ : 2019-42-19

DLLsA 201942-19
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= |nthe Available list select “Product Name”

" H ” H “" H ZEH
= Select “Expand selected reference field” in the middle buttons between the “Available” list and
“ Y EH
Select” list
[ < | configuring Software Instances retated ist on Windows Server form

Available Selected
Created Product Name.Package name
Created by Product Name.Name

+) " meVersion

Expand selected reference field e
Uninstall string
2 Install date
Updated d ‘
Updated by
Updates ‘
Hide Extended Fields ] v
List view Create new field
Viewname | Default view W Name
Type | String
Field length | Small (40} v
‘ Addr‘
Related Links
Show versions
n

Scroll down to find “Package name” under the “.Product Name --> Software Fields”

= Select “Package name”

= Select the “Add” button

| < | configuring Software Instances retated st on Windows Server form

Avallable Selected

Product Name.Name
Product NameVersion
Product Name.Part Of

Model ID Uninstall string
e g Install date
Monitor y
Most recent discovery
Operational status ITQ H
{
J

Order received

List view Create new field
Viewname | Default view v Name
Type | String v
Field length | Small (40} v
e |
Related Links
Show versions
Click here to return | For distribution directly to a customer of Syncfish Pty Ltd
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= “Package name” should now be added to the “Selected” list on the right-hand side

= Click “Save”

Available

Created
Created by
Install date
Installed on [+
Name
Product Name [+]
Tags
Uninstall string
Updated
Updated by
Updates

Hide Extended Fields

Selected

Product Name Package name
Product Name Name

Product Name Version
Product Name.Part Of

Coneel m

b N

15. Repeat the above steps by navigating to each of the following CMDB Cl record types and amending each
of their “Software Installed” Related List

= AIX Server - Default view
=  Computer - Default view
= ESX Server - Default view

=  HPUX Server - Default view

=  Hyper-V Server - Default view
= Linux Server - Default view

= Netware Server - Default view
= (OS/X Server - Default view

= Solaris Server - Default view

= UNIX Server - Default view

Click here to return
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Task 6c¢: Create a User Account (to be used by the Cl Sync (EE) Saa$S application)

Create a ServiceNow user account. It is recommended that it be named accordingly so users can identify the
records created/updated by the integration. e.g. “cisync.integration”.

1. Loginto ServiceNow as an Administrator

2. Navigate to System Security / Users

5 "

Informational Note: The way you set the Password will vary depending on the edition of ServiceNow you are
using. The above screen is from San Diego.

Data Capture Note: Make sure you record Username/Password as they will be required when configuring
the ServiceNow connection properties in the Cl Sync (EE) platform later in this document.

4. Tick the “Web service access only” checkbox
5. Setthe Time zone to GMT
6. Click Submit
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Task 6d: Configure permissions on the new User Account

1. Navigate to the cisync user account (e.g. “cisync.integration” or the name you used in Task 6b above)

2. Select the Roles tab and click the Edit... button
3. Filter/Select the roles below and click the Save button

e user_admin

e personalize_choices

e snc_platform_rest_api_access
e cloud_admin

e tracked_file_reader

e asset

e model_manager

Important Note: By granting these ServiceNow Out-of-the-Box (OOTB) Roles you are permitting the cisync
user account, and therefore the Cl Sync (EE) SaaS application access to your ServiceNow environment to the
extent afforded by these roles.

It is probably these OOTB Roles grant Cl Sync (EE) access to ServiceNow tables that are not needed or in-
scope for Cl Sync (EE). A good example is the sys_user table in ServiceNow. The default CI Sync (EE)
configuration rules do require the Cl Sync (EE) SaaS application to access the sys_user, however the
user_admin role grants such access (the user_admin role is needed for access to other reference tables (such
as the core_company table) that stores manufacture reference data).

Syncfish recommend you review the ServiceNow system documentation (and system itself) to understand
the permissions these roles provide to your Cl Sync (EE) SaaS application.

Syncfish provide further details on this topic in the document titled “Cl Sync (EE) - Overview of Source and
Destination Fine Grain Permission Option for Personal Data”. The document also includes non-
authoritative guidance on how to assess and potentially apply fine-grain permissions to further restrict Cl
Sync (EE)’s access within ServiceNow, in particular if your organization has concerns about Personal Data.

For distribution directly to a customer of Syncfish Pty Ltd
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4. Click Save. Then use the “Roles” tab to check the above roles and the various inherited ones have been
applied by comparing to screen shot below.

Entitled Custom Tables | Roles (15) | Groups Delegates Subscriptions

= ¥ |Role = | Search

User = Integration CISync
1 Role State Inherited

Active false

inventory_user Active true
personalize_choices Active false
snc_platform_rest_api_access Active false
cmdb_query_builder Active true

Active false

tracked_file_reader Active false
canvas_user Active true
financial_mgmt_user Active true
cmdb_read Active true
asset Active false
Active true
Active false
Active true
Active true

Active true

1 to160of 16

Task 6e: (Optional) Configure additional authentication controls for OAuth or MFA

The CI Sync (EE) SaaS application supports the following authentication methods provided by the
ServiceNow platform for APl integrations:

e Basic Auth
e OAuth
e MFA

Use the sections and steps below to configure additional authentication controls as defined by your
organisational requirements.

Steps for Basic Auth

If you are using Basic authentication, there are no further configuration steps required for ServiceNow.

Steps for the Optional Use of OAuth (if you are using Basic Auth or MFA you don’t need to do these steps)

1. Setup in ServiceNow as follows (the hyperlinks below will take you to the related ServiceNow
documentation)

e Activate OAuth
e Create and endpoint for clients to access the instance
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2. Create an OAuth API endpoint for external clients

a. Search for OAuth in the “filter navigation”, click on Application Registry

b. Click New then “Create an OAuth API endpoint for external clients”

¢. Once the OAuth setup is completed, open the application registry record created and copy the
Client ID and Secret to setup the connection in the Cl Sync (EE) SaaS application User Interface.

Guidance Note: Click the Client Secret padlock to view the secret as per the following screenshot.

{ | = Application Registries - MY_OAUTH_TEST [Default view*] & = e Update  Del

OAuth client application details.
* Name: A unique name,
s Client ID: Client ID automatically generated by ServiceNow OAuth server.
= Client Secret: Client secret for the OAuth application. Leave it empty for auto-generation.
» Refresh Token Lifespan Time in seconds the Refresh Token will be valid.
» Access Token Lifespan: Time in seconds the Access Token will be valid
= Redirect URL:The rediect URLs authorization server redirect to. They must be absolute URLs and they are comma separated

Mgre Info

* Name MY_OAUTH_TEST ] Application Global @
X Client!D 185803ade1f13010aef18edb180%e079 Accessible from All application scopes v
Client Secret  wosemses OMN:) Active

Y631~6{tkl > Refresh Token 86,400
Lifespan
Redirect URL & 3k Access Token 1,800
Lifespan
Logo URL &

Data Capture Note: Take note of the Client Id and Client Secret as they will be required when
configuring the ServiceNow connection within the Cl Sync (EE) Saa$S application (via the CI Sync (EE)
User Interface) later in the document (in Task 7a: Add a ServiceNow Destination Connection and
confirm the Source System Connection (via the Cl Sync (EE) Agent) is visible and active.).
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Steps for the Optional Use of MFA (if you are using Basic Auth or OAuth you don’t need to do these steps)

1. Setup in ServiceNow as follows (the hyperlinks below will take you to the related ServiceNow
documentation)

e  Exploring Multi-factor authentication

=  Configure user-based multi-factor criteria
= Log on with multifactor authentication for the first time (will validate the secret in ServiceNow)

2. Once the MFA setup is completed go to the URL below and copy the sys_id of the record just created

https://yourinstance.service-now.com/user_multifactor_auth_list.do

3. Using the copied sys_id, run the background script below to extract & decrypt the secret.

1 var encr = new GlideEncrypter();

2 var grLDAP = new GlideRecord(“user_multifactor_auth”);

3 grLDAP.get(“ENTER_SYS_ID_HERE");

4 var clearString = encr.decrypt(grLDAP.multi_factor_secret);

», o«

5 gs.print(“TFA secret for “ + grLDAP.user.getDisplayValue()+”: “+clearString);

Data Capture Note: Take note of the secret as it will be required when configuring the ServiceNow
connection within the Cl Sync (EE) SaaS application (via the Cl Sync (EE) User Interface) later in the
document.
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Task 6f: (Optional though recommended) Update your ServiceNow Cl forms to include
additional Related Lists populated by CI Sync (EE).

The default/out-of-the-box configuration rules of Cl Sync (EE) populate a number of ServiceNow
“Related Lists” for each of the various Cl Classes. A number the Related Lists populated by Cl Sync (EE)
may not be exposed in your ServiceNow Ul by default and therefore you should consider updating the
ServiceNow Cl forms to show the additional Related Lists.

In this section we explain the following:
1. The list of Related Lists populated by CI Sync (EE).
2. How to modify a ServiceNow Cl form to expose a new Related List (if it isn’t showing already).

The table below shows the Related Lists populated by Cl Sync (EE). Not all Related Lists are relevant to
all Cl Classes (if in doubt try adding the Related List to a given Cl in the ServiceNow Ul).

Related List Related List Name in the ServiceNow Ul Applicable ClI Classes
Memory Modules Memory Module->Configuration Item Apple Macs
Windows PC

Windows Server
Linux Server
Network Adapters Network Adapter->Configuration Item Apple Macs
Windows PC
Windows Server
Linux Server
ESXI Server

IP Addresses Cl IPs Windows Server
Linux Server
VMWare ESXI Server
Physical Disks Storage Device-> Computer Windows PC
Windows Server
Linux Server

File Systems File System-> Computer Windows PC
Windows Server
Linux Server

Mapped Network Drives File System->Computer Windows PC
Windows Server

Monitors Computer Peripheral->Computer Windows PC
Windows Server

Software Installations Software Installed Windows PC

Windows Server
Linux Server

Software (via Airwatch) Software Installed Android
iPad
iPhone
Patches Patch->Configuration Item Windows PC
Windows Server
Windows Services Windows Service->Configuration Item Windows PC

Windows Server
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Related List

Related List Name in the ServiceNow Ul

Applicable CI Classes

Registry Entries

Tracked Configuration File->Related Cl

Windows PC
Windows Server

Switch Ports

Switch Port -> CMDB ClI

IP Switch

Hyper-V Instances

Hyper-V Virtual Machine Instance->Server

Hyper-V Server

Hyper-V Networks

Hyper-V Virtual Network->Server

Hyper-V Server

Clusters VMware vCenter Cluster->vCenter Reference VMWare vCenter
Datacentres VMware vCenter Datacenter->vCenter Reference VMWare vCenter
Datastores VMware vCenter Datastore->vCenter Reference VMWare vCenter
Virtual Machine Instances VMware Virtual Machine Instance->vCenter Reference | VMWare vCenter
vCenter Network VMware vCenter Network->vCenter Reference VMWare vCenter
VMware Network Adapter VMware Network Adapter->Configuration Item VMWare vCenter

Below are basic steps to modify a ServiceNow Cl form to expose a new Related List.

1. Login to your ServiceNow instance with Admin permissions.
2. Navigate to any Cl in the relevant Cl Class (e.g. navigate to a Windows Server Cl)
3. Right-click in the heading area of the form, then click Configure and then Related Lists from the

Windows Server o o Uodate |
gva-sv-0001 r = Dashboard Update
Name | gva-sv-0001 i Company
Assettag | NoAsset t.\Q Configure Form Design Serial number | LANS
Export Form Layout
Manufacturer | hp View Rolated Lists Model ID | hp ProLiant DL380G7 |
Asset NoAssetTag{ CreateFavorite Assigned to
Copy URL
Hardware EOS | 20210620 |  Copy sys_id Location | Geneva |
Show XML
Hardware EOL | 2021-06-20
History
Reload form
Configuration
05 Domain | gva.acme.com RAM (MB) 12288
Diction:
Operating System | Windows 2008 R2 Standard v CPUmanufacturer | Genuinelntel
OSVersion | 1607 CPUtype | Intel Xeon CPU ES640 @ 2.67GHz

4. Find the Related List you want to expose on the form using the left hand column which lists all

Available Related Lists. Use the table above to identify the Related Lists populated by CI Sync (EE).

5. Click the Related List and then click add (the selection arrow) to move the item to the Selected
column and then click Save.

Related Links

Click here to return
to steps index
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Step 7 — Add your ServiceNow destination connection

In this step, the individual/s responsible for using the CI Sync (EE) User Interface, will perform the following
tasks:

e Task 7a: Add a ServiceNow Destination Connection and confirm the Source System Connection (via the
Cl Sync (EE) Agent) is visible and active.

e Task 7b: Execute a Test Access check against the ServiceNow instance.

e Task 7c: Execute a Sync Config Test against the ServiceNow instance.

Task 7a: Add a ServiceNow Destination Connection and confirm the Source System
Connection (via the Cl Sync (EE) Agent) is visible and active.

Context Note: In this step you will:

e Add your ServiceNow instance as a Destination Connection in the Cl Sync (EE) Saa$S application Ul
and make sure the connection to ServiceNow is active and visible to the Cl Sync (EE) SaaS
application.

e Check your Source System connection is active and visible to the Cl Sync (EE) SaaS application.

1. Login to your Cl Sync (EE) SaaS application user interface using your company specific URL and with
your user account in the same AAD tenancy that the Cl Sync (EE) SaaS application was registered in.
The URL will be in the format of: https://YourCo.syncfish.app

Cl Synchronizer

Enterprise Edition
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2. Add your ServiceNow instance/connection as follows:

e Go to the Settings page and under the ServiceNow Connections heading, click the [+ Add]
button

e €1 Synchronizer

N\

A .
“:-_’“' Cl Synchronizer

L Emerprise Edition Run Jobs Settings DEV
Settings
Connections Health Check Notifications Logging
New connection
Connection type ServiceNow w
Connection name
Read batch size I |
ow many records read per : |'|UUU |
How many records read per api call
Write batch size
R ) . ) 200
How many records written per api call
Environments Test w |
Instance URL https:ffinstance.service-now.com
Authentication type Basic ~

e Entera friendly name into the Connection name field.

e Leave the default Read Batch size of 1000

e Leave the default Write Batch size of 200

e Select the relevant value for the Environment related to this connection. The options are:
= Test
*  Production

Informational Note: The Connection Name and Environment values entered here control the
Destinations you see on the “Run” page in the Cl Sync (EE) User Interface where you are setting up
a Cl Sync (EE) job.
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e Enter the Instance URL for the ServiceNow instance. e.g. https://yourinstance.service-now.com

Guidance Note:

e If this connection is for your TEST ServiceNow instance, enter the non-production ServiceNow
instance URL.

e If this connection is for your PROD ServiceNow instance, enter the production ServiceNow
instance URL.

e Select the Authentication type
= Basic
=  OAuth
»  Multi-factor Authentication

Instructions for Basic authentication

e Enter username, password

Guidance Note: This is the username and password created in Task 6¢: Create a User Account (to
be used by the CI Sync (EE) SaaS application).

e Click “Consent”
e Click “Create connection”

¥ G Synetwonizer
— [

For distribution directly to a customer of Syncfish Pty Ltd

Click here to return R o ; . -
Not for redistribution by a recipient without permission from Syncfish Pty Ltd

to steps index


https://yourinstance.service-now.com/

Cl Synchronizer (Enterprise Edition) for Multi-Source Agent to ServiceNow SYNliFISH

Comprehensive Customer Setup Instructions

Instructions for OAuth authentication
e Enter username, password, client id and client secret

Guidance Note: This is the username and password created in Task 6¢: Create a User
Account (to be used by the CI Sync (EE) SaaS application).

e C(Click “Consent”

e Click “Create connection”

e € Synchronizer

Eln.--sww. update these fieids - Authentication type. Instance URL Username. Password Clientid. Client secret. Connection name. | Cancel

Instructions for Multi-factor authentication

e Enter username, password, and decrypted secret

Guidance Note: This is the username and password created in Task 6¢: Create a User
Account (to be used by the CI Sync (EE) SaaS application).

e C(Click “Consent”

e Click “Create connection”
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7. After finishing the setup of authentication, go back to the Settings page and under the Connections
heading check you have a green light against your ServiceNow connection and your one or more Source
System Connections (i.e. the Cl Sync (EE) Agent Source System Connections you created during Step 5).

8. If you don’t see green against your ServiceNow connection, then
e Recheck the connection settings for ServiceNow in the Cl Sync (EE) Ul

e Recheck the authentication details are correct on the ServiceNow end

9. If you don’t see green against your Source System Connection(s) (i.e. Cl Sync (EE) Agent Source System
Connections you created during Step 5), then

e Verify the VM which hosts the Cl Sync (EE) Agent is up and running
e Verify the Cl Sync (EE) Agent itself (i.e. the windows service) is running

e Verify the VM which hosts Cl Sync (EE) Agent has https access to the Extractor API of your company
specific instance of the Cl Sync (EE) SaaS application. This can be done by RDP’ing to the VM,
opening a browser and accessing the Extract APl URL. Ensure no Proxy policy on the server is
blocking access to this URL.

Guidance Note: The URL used here is simply your company specific Cl Sync (EE) URL with an
/extractor suffix. For example, the URL will be similar to: https://YourCo.syncfish.app/extractor
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10. After you have green lights on the source and destination connections, click on the Health Check
heading and ensure you have green lights/ticks against the various sections on the page

e .
o CiSpmetronicer

Settings

Health Check

Healthy &
Versions match @
Job running: false

Extractor Api ]

Connection Status
Queue Online @
Database Online @
Blob Online @
Version Build branch
information

Build commit
Build description

Build version

Customer config code

Task Finished @
Connection Status

Queue Online @

11. If any of the indicators are not green, please contact the Syncfish Support team.

Dashboard Run History

master
fdb2981b7329c8144c4b00dadd 2fe07
671528448
COMMIT: f4b298 167329c8144c4b00d
add2fe0767 1538448
0.1.64
N/A

Settings

Job Processor @

Connection Status
Queue Online @
Database Online @
Version Build branch
information

Build commit

Build description

Build version

Customer config code

Task Completed @
Connection Status

Queue Online @

master

4b2981b7329c8144c4b00dadd2fe07
671528448

COMMIT: f4b2981b7329c8144c4b00d
add2fe076715a8448

0164
N/A
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Task 7b: Execute a Test Access check against the ServiceNow instance.

Context Note: In this step you will confirm the ServiceNow user account (i.e. the account configured in
the Cl Sync (EE) SaaS application) has sufficient permissions to read the various CMDB Cl tables.

1. Login to your Cl Sync (EE) SaaS application user interface, then:
e Go to the Settings page

e Locate your ServiceNow connection under the Connections heading
o Click the Test Access link

\

:

1. Onthe Test Access page, you will see a screen similar to the one below

i €1 Synchronizer g

Settings

SearchKeys Config

Name Status Total The I o
===

Choice 25
Communication Device 37 [ contim & fun D> |
Company 682
Display Hardware 361
File System 48
Hardware 595
Location 428
Memory Module 967
Model 260
MSFT SQL Instanc ] 36
Metwork Adapter 1575

Relationship Types 40

2. Ifyou have all green lights, then the ServiceNow user account (i.e. the account configured in the CI
Sync (EE) SaaS$ application) has sufficient permissions to read the various CMDB Cl tables. In this
case you can proceed to the next check/test in Task 7c below
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3. Ifyou have red lights, then there is likely to be a permission issue with the ServiceNow user
account being used by Cl Sync (EE) (i.e. the account is unable to read the various CMDB Cl tables).
In this case:
e Recheck the roles/permissions assigned to the user account within ServiceNow.
e If you can’t resolve the issue, then contact Syncfish Support.
e Also, you can proceed to the next check/test in Task 7c below though depending on the issue

some of those tests may also fail (also see Information Note below for exceptions).

Informational Note
e Asat 28™ March 2024 - You can safely ignore a red light (failed test) indicator for “Application
Services” (if this appears in the list of Search Key tests)
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Task 7c: Execute a Sync Config Test against the ServiceNow instance.

Context Note: In this step you will trigger a “dummy” sync of Cls into the ServiceNow CMDB. CI Sync (EE) will
attempt to insert, update and delete a small number of Cl records into each of the target CMDB Cl tables.

1. Login to your Cl Sync (EE) SaaS application user interface, then:
e Go to the Settings page

e Locate your ServiceNow connection under the Connections heading
e Click the Test Access link

\

L)

4. Onthe Test Access page, you will see a screen similar to the one below. This is the same screen
you saw in the previous step (Task 7b).

o 1 Synchronizer : Settings

and Permissions Test - dev124763 - OAuth

SearchKeys Config

Name Status Total The - ,I ——h
eNow i

Choice 253
Communication Device 37 [ contim & fun D> |
Company 682
Display Hardware 361
File System 848
Hardware 595
Location 428
Memory Module %67
Mode! 260
MSFT SQL Instanc 3 361
Metwork Adapter 1575

Relationship Types 40
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6.

7.

Under the “Sync Config Test” heading, click the “Confirm & Run” button. The test will execute and
a results screen similar to one below will be returned (i.e. the right hand side of the screen will

show the results

i €1 Synchronizer

under the “Sync Config” heading).

SearchKeys Config Sync Con

rrrrr

If you have all green lights, you are ready to go with an initial synchronization of Lansweeper assets

into your ServiceNow CMDB. In this case you can proceed to the next section.

If you have red lights, then there is a permission or other issue. In this case:

e Recheck the roles/permissions assigned to the user account within ServiceNow.

e Check for custom ACLs applied to the CMDB Cl tables in ServiceNow (a custom ACL may be
preventing access to CMDB Cl tables for the CI Sync integration user account you created).

e If you can’t resolve the issue, then contact Syncfish Support. Also, it’s best not to proceed
with an initial synchronization of Lansweeper assets into your ServiceNow CMDB until the

failed tests are resolved (see also Information Note below for exceptions).

Informational Note

e You can safely ignore a red light (failed test) indicator for any tests related to “Mapped Network
Drives” (this is due to a defect in the access test logic which has been fixed in later versions of Cl
Sync). Even though the test shows a fail, the actual sync’ing of Mapped Network Drives within a sync
job will work just fine.

e You may see red light (failed tests) against one or more “Asset Group Link” related tests. This relates
to additional permissions required in ServiceNow for these record types. In Syncfish experience
Asset Groups Links are not widely used by Lansweeper/Cl Sync customers. If you have a requirement
to use/sync Lansweeper Asset Group Links (which are treated as a relationship type in ServiceNow)
please contact Syncfish support and we will explain the extra permissions needed in ServiceNow.
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Step 8 — Run your first synchronization and then progressively run more syncs

In this step, the individual/s with login access to the Cl Sync (EE) SaaS application user interface, working
with your Source System (e.g. Lansweeper, SCCM, InTune, etc) and CMDB colleagues will perform the
following tasks.

e Task 8a: Review the relevant Cl Sync (EE) Default Configuration Overview document..
e Task 8b: Perform a small initial synchronization.
e Task 8c: Progressively perform more (and more) synchronizations.

Context Note: The Cl Sync (EE) User Interface was designed with simplicity and ease of use in mind. As such,
getting up and running with initial and ongoing synchronizations should be quick and easy. If not, please let us
know!

The tasks in this section are not intended to be a screen-by-screen guide to using the Cl Sync (EE) Ul. Instead,
this section provides general pointers for performing an initial sync (using a small number of records) so you can
assess the results in your CMDB before moving on to further/larger synchronization jobs.

Validating the source data (in the relevant source system), and the resulting data in ServiceNow is an important
part of thoroughly testing Cl Sync (EE) in your environment as you progressively increase the scale, complexity
and frequency of your synchronization jobs in Cl Sync (EE).

Task 8a: Review the relevant Cl Sync (EE) Default Configuration Overview document.

Syncfish publish a “Default Configuration Overview” document specific to a given Source and
Destination System. These guides cover various topics about the Cl Sync (EE) Default Configuration
rules, and in particular how the configuration rules will read, map, transform and interact with data and
objects between a given Source System and Destination System. If you haven’t already been provided
with the relevant Default Configuration Overview document, please contact Syncfish.
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Task 8b: Perform a small initial synchronization

1. Login to the Cl Sync (EE) Ul and navigate to the Run page

Run

@ OPTIONS

Configure options

Environment Select Environment

Source No connections

Destination No connections

Synchronization © Delta Asset Sync

Full Asset Sync

2. Select the Environment first. You can select either Test or Production. The selection you make here
will filter the list of available Source and Destination connections you can select in the subsequent
drop-down boxes.

3. Select the source and destination from the drop-down lists. Your source is any one of your Cl Sync (EE)
Agents/Connections (which represent the given source asset repository) and the destination is your
ServiceNow CMDB.

The drop-down lists are populated from the connections defined in the Settings page. Also, the drop-
down lists are filtered based on the Environment you set against each source and destination
connection using the Settings page.

Make sure you are aware of the destination you are synchronizing to, in particular if the destination
is production!

4. Select either Delta Asset Sync or Full Asset Sync as the job type, then click Next

Guidance Note: For initial/first time synchronizations a Delta sync (i.e. what’s changed since the
previous sync) will be the same as a Full sync (because there has never been a “previous” sync). As such
you can select either Delta or Full sync and the result will be the same. For ongoing sync jobs, you
should use Delta syncs in the vast majority of cases.
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5. On the (2) Selections page tick one (maybe two) asset types that you know contain a small number of
records (e.g. Switches). The idea is to create a small sync job as a basic end-to-end test. When ready,
click Next

6. Depending on the asset types you ticked on the (2) Selections page you will see all possible
relationships presented on the (3) Relationships page. Use the defaults which have been selected and
then click Next

7. Ensure the “Run now” option is selected on the (4) Schedule Job page, cand then click Next

8. Review the details on the (5) Confirmation page and when ready click “Start job”. The job will take a
few moments to begin, and you will see various metrics and visual indicators of the job progress. Upon
completion you see if the job completed successfully or not.

00:05:05 589 o 1,371 108

1195 68 o o 1]

9. Depending on the results presented by Cl Sync (EE), you can/should also review the Cls in your
ServiceNow CMDB to confirm the expected data has been sent across.
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10. You can also use the Jobs page in the Cl Sync (EE) User Interface to drill down into the Job Logs at
varying levels of detail.

%o ctsymctvoniser

Job: 629b24608f5006a2feb1e215 e

Summary I etails asks Records s I

Guidance Note: The Job Logs can be a bit overwhelming on first review as they contain a great deal
of information to assist Syncfish diagnosing issues. If your first job has errors which aren’t
immediately obvious, please contact the Syncfish team for assistance.

11. Once you are comfortable with the Cl Sync (EE) and you have successfully sync’d a small number of
records without error (or with explainable error/s), proceed to the next task to synchronize more
records and to create one or more Scheduled Jobs.

Task 8c: Progressively perform more (and more) synchronizations.

1. Use the (2) Selections page in the Cl Sync (EE) Ul to increase the number of asset types you are
selecting for synchronization. Use the “Select all” and “Select none” links at the very top of the page or
in each asset type section to make selections. Also tick/untick any of the related records such as
displays, disks, etc.

............. o -
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2. Syncfish recommend you continue to use the “Run now” option as you build up/select to more and

more asset types (and relationships) being synchronized. Ensure you are frequently checking the
resulting Cls in your ServiceNow CMDB and comparing to the source data in Lansweeper.

Once you’ve executed and verified enough synchronizations to be confident about the results, use the
(4) Schedule Job page to create one or more scheduled jobs based on the selections you’ve made on
the previous pages. Scroll the entire page to see all of the options and the schedule detail which aim to
demystify time zone and time of day topics from your choices. When ready click the “Set schedule”
button in the bottom right of the page.

,,,,,,,,,,,,,,,,

Guidance Note: You can modify and delete scheduled jobs after they have been created.
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Appendix A — Understanding how the Cl Sync (EE) Agent authenticates to SQL
Server during the normal operational of the Agent

This appendix shows several example diagrams to explain how the Cl Sync (EE) Agent authenticates to SQL
Server during the normal/ongoing operation of the agent.

The CI Sync (EE) Agent uses a SQL Server (and therefore needs to authenticate to it) for the following two
purposes:

1. Toread and write to the RecVer database. The RecVer database is the Cl Sync (EE) Agent’s delta
record tracking SQL DB.

2. To read only from data sources (i.e. synchronization data sources) from products such as
Lansweeper and SCCM (i.e. SQL based data sources).

There are two topologies described below:

1. Where the Cl Sync (EE) Agent has been deployed on the same server as your Source System SQL
Server.

2. Or, where the Cl Sync (EE) Agent has been deployed on a separate server to the Source System
SQL Server.

The topology you use (e.g. same server or separate servers) affects the options you can use for
authentication between the Cl Sync (EE) Agent and the SQL Server. This table explains the options:

Deployment Scenario SQL Native Local Windows AD Domain Windows
Authentication User Account User Account
Cl Sync (EE) Agent and SQL are on the Supported Supported Supported

same server.

Cl Sync (EE) Agent and SQL are on Supported Not supported Supported
separate servers.

The following page shows a diagrammatic view of these options.
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Cl Sync (EE) Agent and SQL on the same server

Cl Sync (EE) Agent and SQL are on the same server

SQL Server and Cl Sync (EE) Agent

|

E s Source System SQL DB
3 m (e.g. Lansweeper, SCCM DB)
'

H

'

|

'

'

H

'

Your ServiceNow

-5

ServiceNow User Account
(if required extend with OAuth or MFA) |

| Cl Sync (EE) SaaS Application |

E.g. Lansweeper
Console Server

Cl Sync (EE) Agent
{(Windows Service)

RO Authenticated with your...
RW * AAD Tenant ID
» Application (Client) ID
« Either Client Secret Auth

\J or Geanifcale Based Auth One-time enroliment as

an Enterprise Application

Supported authentication options

(for between the CI Sync (EE) Agent/Windows Service and SQL) in your AAD
1. Native SQL Login ¢ v 6
2. Local Windows User (Service) Account A:D App Registration of ?ADhEngusmse Apphgauosn
3.AD Domain Windows User (Service) Account the CI Sync (EE) Agent orthe :’"Cl(EE] o
(e.g. \\domain\svc-cisync-agent) apprcation
Internal Active Directory or Local Server Your Azure AD
Draving Name: CI Sync (EE) Muiti-Source Agent to SN - Implementation Diag - Agent and SQL Auth Options
Data Classification: Public
Cl Sync (EE) Agent and SQL on separate servers
Cl Sync (EE) Agent and SQL are on separate servers
{7 Shared SQL'Server Server | Separate Server (e.g. Lansweeper) | {1 'Sync (EE) Saas Application | T Nour serviceNow | '
H Vo ' 1 H 1
| gl Source System SQL DB Vo Lansweeper Console | 1 1 1
' (e.g. Lansweeper, SCCM DB) | | [Saf] scanning Server : t 1 - H
' o ' ' ' '
; Syne (EE)RecVer DB |+ ik, ClSyne(EE)A : : ! ServiceNow User Account :
: o % (Windows Servi ' ' H + (if required extend with OAuth or MFA) |
' o i ' ' '
H R 1 S d R SR ' e e e '
Authenticated with your...
- =AADTenantiD
= Application (Client) 1D ]
‘ = Either Client Secret Auth
o Certificate Based Auth A One-time enroliment as
Supported authentication options an Enterprise Application
(for between the CI Sync (EE) AgentWindows Service and SQL) H | in your AAD

1. Native SQL Login AAD App Registration of | AAD Enterprise Application

2.AD Domain Windows User (Service) Account the CI Sync (EE) Agent for the CI Sync (EE) SaaS
(e.g. \ldomain\sve-cisync-agent) application

Your Internal Active Directory Your Azure AD

Drawing Name: C1 Sync (EE) Multi-Source Agent o SN - Implementation Diag - Agent and SQL Auth Oplions
Data Classification: Pubiic
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Appendix B — Configure SQL Maintenance Plans on SQL database(s) for SQL based
Source Systems

In this step your SQL SME will perform the following tasks

e Task B1: Validate the Cl Sync (EE) RecVer database is in Simple Recovery Mode.

e Task B2: Setup a Rebuild Index Maintenance Plan (on the RecVer DB & potentially the Source System DB).

e Task B3: Setup an Update Statistics Maintenance Plan (on the RecVer DB & potentially the Source System DB).
e Task B4: Assess other suggestions for SQL database health.

Task B1: Validate the Cl Sync (EE) RecVer database is in Simple Recovery Mode.

Informational Note: Simple recovery mode prevents the creation of transaction log files which could
impact disk space over time.

1. Loginto SQL Server and open SQL Server Management Studio and expand Databases, then

e Right-click on the Cl Sync (EE) RecVer database (named accordingly when it was created as part of
setting up a Source System Connection during Step 5) and select Properties.

e Click the Options page

e Check the Recover Mode of the RecVer database and make sure it’s set to Simple as the Recovery
Mode (if it isn’t then set to “Simple”)

e (Click OK

Object Explorer R cisce_cecves_lanswe..Administrator (53)) X

Connect~ ¥ ¥ & » W Database Properties - cisee_recver_lansweeperdb - o X

I Scipt v @ Help

Colation Latin1_General_CI_Al
Recovery model Simple
Compatbiity level SQL Server 2015 (150)
Containment type: None

Cther options:

i)

v Automatic
Auto Close: True
Auto Create Incremental Stistics False
Auto Create Statistics True
Auto Sherk False
Auto Update Statitics True
Auto Update Statstics Asynchronously False

English
ue
False

2049

Jose Cursor on Commit Enabled False
GLOBAL

Legacy Cardnalty Estimation OFF

Legacy Cardnalty Estmation For Secondary PRIMARY
Progress Max DOP 0
Auto Close
Ready
E
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Task B2: Setup a Rebuild Index Maintenance Plan (on the RecVer DB & potentially the Source

System DB).

Informational Note: This procedure assumes SQL Server Management Studio is installed setup and running
on the same server as the SQL Databases.

1.

2.

Login to SQL Server and open SQL Server Management Studio and expand Databases

I_A,;" Microsoft SCL Server Management Studio (Administrator)
File Edit View Tools Window Help
8 | i3 - & wd | P New Query B o e |

I | Execute |

Object Explorer
Connect~ ¥ *if A EvVES

= @ HBWINSRVO1 (SOL Server 16.0.1000.6 - HBWINSRVO1\Administrator)
=]
Systern Databases
Database Snapshots
9 cisee_recver_lansweeperdb
W lansweeperdb

Security

Server Objects

Replication

Always On High Availability
Management

Integration Services Catalogs
3 SOL Server Agent

¥Event Profiler

Expand Management then click on Maintenance Plans

I_A,-fl Microsoft SOL Server Management Studio (Administrator)

File  Edit View Tools Window  Help

ie-o|@E-u-uEd| ANwaey AH 2RI |92 -
I | Execute | |

Object Explorer v X
Connect~ ¥ " [V

= i@ HEWINSRVOT (SOL Server 16.0.1000.6 - HBWINSRVO T\ Administrator)
=] Databases
System Databases
Database Snapshots
E cisee_recver_lansweeperdb
e lansweeperdb
Security
Server Objects
Replication
Always On High Availability
Management
o Policy Management
& Data Collection
Bw Resource Governor
E Extended Events
S0L Server Logs
o3 Database Mail
F2 Distributed Transaction Coordinator

HEEE

i

Integration Services Catalogs
2 SOL Server Agent
XEvent Profiler
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3. Right click on Maintenance Plans and click New Maintenance Plan

I_»; Microsoft SQL Server Management Studio (Administrator)

File Edit View Tools Window Help

: - | ﬁ - - % Hu | J:E—“ New Query JTE‘I HDT' DX 152131 DAl | | -
| | Execute | |

Object Explorer > 1 X
Connect~ ¥ *¥ (VI
= @ HBWINSRVD1 (SOL Server 16.0.1000.6 - HBWINSRVOT\Administrator)
= Databases

Systern Databases

Database Snapshots

a cisee_recver_lansweeperdb

W lansweeperdb

Security

Server Objects

Replication

Always On High Availability

i

Management
R Policy Management
& Data Collection
B Resource Governor
%] Extended Events

SQL Server Lo Mew Maintenance Plan...

¥ Database Mail Maintenance Plan Wizard
=
36 DIStI’IIbLItEd Tr View History

Integration Servic

22 SOL Server Agent Reports »

{#] XEvent Profiler
- Refresh

4. Name the plan Daily Rebuild Index and click OK

|.‘3-f1 Microsoft SQL Server Management Studic (Administrator)

File Edit View Tools Window Help

-0/ -a-g | BNewuey B2 8 28|
| | Execute ‘
Object Explorer
Connect~ ¥ ¥ [VIE'S
= i@ HBWINSRVO1 (SQL Server 16.0.1000.6 - HBWINSRVOT\Administrator)
Databases
Security
Server Objects
Replication
Always On High Availability
=] Management

& Policy Management
T Data Collection

=]

MNew Maintenance Plan

&3]

B Resource Governor

E' Extended Events Name I\Dawy Rebuild Index]
Maintenance Plans

S0L Server Logs

o1 Database Mail

I3 Distributed Transaction Coordinator
Integration Services Catalogs
23 SOL Server Agent
%] ®Event Profiler
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5.

6.

On the left of SQL click on Toolbox and expand Maintenance Plan Tasks

Guidance Note: If you cannot see Toolbox then on the SQL menu click View then Toolbox

(47 Daity Rebuild Index [Design” - Micsesoft SCL Server Management Studio (Administrator)
Fle Edit View Project Debug Teols Window Help
P BNty BRSRD

% | Doy Rebuild Index [Design]* = X
i Add Subplan |4 A = Manage Connections .. * ] Servers
ICLA\administrator) Plame Doty Rebukd bnde

Subplen Descristion Schedde Rne
Subplan_1 Subglan_1 | Not scheduied (On . [l SGL Server Agent senice a

, Rebuild Index Task
Resrganize Inde Task
Shrink Database Task
1 Update Statistics Task

EErrs L A% ]

4 General

rcls in this group. Drag an
2dd it to the toolbos.

Click on Rebuild Index Task and drag it to the new plan

R ——t
Bl Gk en Boist Took Vindow e
e ot P Bty DR BB D v-c-ml -|p - DAamE-,

o Ane
gk sipn s et hedled {on Cerar] [P —

7. Double Click on the Rebuild Index Task then:

= Drop down Databases

= Select the RecVer database (and if using Lansweeper Syncfish recommend you also select the
lansweeperdb database)

= Click OK

=  Then again click OK

Beo P B B8 8S Dec-@| -l CF T TN
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8. Click on the Schedule and set to Daily and chose a Time of Day to run the job. Then click OK

Guidance Note: Choose a time that does not clash with Backups and other tasks being run on the SQL Server.

W es PaRT FemE Ros Wt He
s

" v
TR Bty ARSRE XD -8

8. Click on Save

; i "
R Ven P b vk Fep
_ol6- Er; Sty 828 AR -l

4 Supten | 1 50 L Mare Comvertira .+
. et e

S = Py
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Task B3: Setup an Update Statistics Maintenance Plan (on the RecVer DB & potentially the
Source System DB).

Informational Note: This procedure assumes SQL Server Management Studio is installed setup and running
on the same server as the SQL Databases.

1. Loginto SQL Server and open SQL Server Management Studio, then:
e Expand Management
e Right click on Maintenance Plans
e Select New Maintenance Plan

N Daily Rebuild Index [Design] - Microsoft SOL Server Management Studio (Administrator)
File Edt View Project Tools Window Help
G- o2 H | BNewuey B858RI

| Execute

Ell Object Explorer -3 x
W Connect~ ¥ ¥ ¢ -
5 I8 HBWINSRYO1 (SQL Server 16.0.1000.6 - HBWINSRVOT\Administrater)
Databases
System Databaces
Databsse Snapshots
o @ cisee_recver lansweeperds
+ | lansweeperdb
Security
Seever Objects
Replication

o Always On High Availability
4+ & Policy Management
7 Y5 Data Collection

i) i Resource Governor
3 [f] Extended Events

New Maintenance Plan...

Maintenance Plan Wizard
o Database Mail
1B Distributed Tra View History
% 1 Integration Service Reports N

® & 50L Server Agent

# [ XEvent Profiler Refresh

2. Name the plan Daily Update Statistics and click OK

2 Microsoft SL Server Management Studio (Administrator]

File Edit View Tools Window Help

B-0-2E | Bevauey B QRGBS -¢-(@| -|p -l s
E
Object Explorer
Connect~ ¥ "% [V
=1 @ HBWINSRVD1 (SQL Server 16.0.1000.6 - HBWINSRVOT\Administrator)
Databases
System Databases

Database Snapshots
% W@ cisee_recver_lansweeperdb
@ W lansweeperdb
Security
® W Server Objects
4 1 Replication

5 141 Always On High Availability
=W Poliy Mansgement
= ¥ Data Collection
+ 57 Resource Govemer
£ ¢ Extended Event
New Maintenance Plan %
&) Daily Rebuild Index
o Database Mail
I3 Distributed Transaction Coordinator Cancel
o 11 Integration Services Catalogs
@ o8 SQL Server Agent
i [£] XEvent Profiler
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3. Onthe left of SQL click on Toolbox and expand Maintenance Plan Tasks

47 Deily Update Statistics [Designl* - Microsoft SQL Server Menagement Studic [Administrator)

File FEdit View Project Debug
e - 8-

Fll Toolbox
h Toolb® B

Tools Window Help

- & X

SR BN ey BR R R al2-¢-|@|

ICLAB\administrator) Hame
Pointer

Generic Debugger - .

. Manage Connections ... = [ | . Servers...

L3
@1 Back Up Database Task Dseciition
M Check Database Integrity Task Subslan Descrtion R s
13 Execute SOL Server Agent Job Task Subglan_1 Subplan_1 V[ SOL Server Agert ssrvics account
B Execute T-S0L Statement Task
& History Clesnup Task
& Maintenance Cleanup Task
s Notify Operator Task
%, Rebuild Index Task
%, Reorganize Index Task
[Py Shrink Database Task
%1 Update Statistics Task
4 General
group. Drag an
snnlhew

4. Click on Update Statistics Task and drag it to the new plan

L7 Dl Uyt Staistics [Deskgrl” - Micessoft SO Servar Masagerment Sk dinesstrtir)
Fle Edt View Projet Took  Window Hep
CH R P BNy AR D2 H 2-

G-0|8-

- " F, - RAmO-,

Security
# 1 Server Objects
Replicaten
% 1 Abways On High Avilabiity
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# 8 PoicyManagement

2 g Dot Colecion
& Gavemor

B0 Tnies

etagration Srvices Catatogs
2 @ 0L Sever
@ [ Event Pcfie

Daly Upetae Satistcs [Pesignl”

|3 Add Subplan 3¢ 3 | Manage Connections .. ~ )
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Sukplan Omcrpton Schedn
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5. Double click on the Update Statistics Task then
e Drop down Databases

e Select the RecVer database (and if using Lansweeper Syncfish recommend you also select the
lansweeperdb database)

e Click OK

e Then again click OK

Preject  Tomk  Window  Heg

LM Bty RO 2D 0.8 | mepmE-.,

Dy Upait St [Desgnl =
i adaspln | ) | 2 Menage Commactions .+ 3 | Senvr

Mame Gy Ui St
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Stsin Dessaten Stesn Ann

ek 1 Sbckan 1 ot scheied o v 0 [0 500 Servr At e et

Comncian: L s nnstion S e
| St evm ot more> Bl
-]
= i
Selncticn: I

) Alluser datsbases (exchuding master model, mack, tempult]

@ Mese darshasec

] cnee v Jancmespentt
ers

0] model

[ igrore detabases whare the stste s not onine

Cane

6. Click on the Schedule and set to Daily and chose a Time of Day to run the job. Then click OK

Guidance Note: Choose a time that does not clash with Backups and other tasks being run on the
SQL Server.

Help
©- B o-LBP Bivoey AD222 X0 2 82 » i REED-

Fle Edt View Project Formet Toech  Win

o Add Subplan 3 1 3 Manage Connecticen - = 3
s o —— T ——
~ o x
Scredue e Racumyg : ] Ensbled
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s
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Click on Save

2 Dty Upelete Statisties [Design]” - Mierosoft SOL Senver Management Studis (Administrater)

View Projet _Took  Window  Help
ERER [ FIE TSt ) -e-m| -] S@srea-,

Daiy Updete Statistics [Design]* @
‘g Addsabplen < | =3 5 | 13 Mansge Conmections .. = L

imistrator) Name Dy Liciste Statstes

Desaiption
Subplan Deacrgion Schodde
Sutgian_1 | subplen_1 Ocaurs evesy dar

@ [ Extended bvents
Maintenance Plans
£ Daily Rebuid Indes

Updae Stamstes Task

server enrmachon
nsweeserdh |aeswespeds

Gbject
e
m Scam type: Ful scan

|.‘k: Daily Update Statistics [Design] - Microsoft SOL Server Management Studio (Administrator)
File Edit View Project Tools Window  Help
i G - | i3 - = | e New Query B o d e | | - -

| | Execute | | |

Object Explorer > 1 x
Connect= ¥ ¥ (VS

| = & HEWINSRVO1 (SOL Server 16.0.1000.6 - HBWINSRVO1'\Administrator)

= Databases
Systern Databases
Database Snapshots
@ cisee_recver_lansweeperdb
W lansweeperdb
Security
Server Objects

HEHB

Replication

Always On High Availability
Management

&R Policy Management
& Data Collection

B Resource Governor

[#] Extended Events

DEEHHB

BHEBHBE

]

Daily Rebuild Index
71 Daily Update Statistics
SCL Server Logs

¥ Database Mail

I3 Distributed Transaction Coordinator

Integration Services Catalogs
2 SOL Server Agent
KEvent Profiler

B
ar

Refresh the Maintenance Plans and expand to confirm the new job appears in the list (i.e. the new
job has been created)
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Task B4: Assess other suggestions for SQL database health.

Informational Note: Your SQL DBA may want to consider the following additional jobs.

1. MSDB history clean-up
2. Database integrity checks
3. Job report file clean-up (i.e. a purge of report files created by the job)
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Appendix C — How to update the AAD Client Secret for the App Registration that
represents the Cl Sync Agent itself

Follow this section to regenerate the Client Secret for the AAD App Registration that represents the Cl Sync
(EE) Agent itself (as distinct from any client secrets/app registrations for individual source connections such
as InTune or Azure). Once the Client Secret has been regenerated (via the Azure Portal), the instructions
explain how to update the secret using the Cl Sync (EE) Agent Config Utility User Interface.

e Task C1: Regenerate a new Client Secret for the Cl Sync (EE) Agent App Registration using the Azure

Portal.
e Task C2: Use the Cl Sync (EE) Agent Config Utility to store the updated Client Secret.

Task C1: Regenerate a new Client Secret for the Cl Sync (EE) Agent App Registration using the
Azure Portal.

. In the Azure Portal, navigate to Azure Active Directory -> App Registrations and click All Applications
2. Locate the App Registration that you originally created for the Cl Sync (EE) Agent (e.g. “Syncfish — Cl
Sync (Enterprise Edition) — Agent”)

3. Select the application name.

L Ll

e > PIT

g PIT | App registrations

O Overview

Application (client) ID Crestedon Ty  Certificates & secrets

- 31708 23112023 O Epeed
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4. Select Certificates & Secrets and use the Trash icon to delete the existing/expired Secret.

Home > PIT | App registrations > Syncfish - CI Sync (Enterprise Edition) — Agent

Syncfish - CI Sync (Enterprise Edition) — Agent | Certificates & secrets #

) Search £ Got feedback?
B Overview
& Quickstart Credentials enable to identify to the service when receiving tokens at a web addressable location (using an HTTPS

scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential,
#" Integration assistant
Manage
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

B2 Branding & properties

2 Authenticati
D _Authentication Certificates (0) Federated credentials (0)

Certificates & secrets
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

il Token configuration

& AP| permissions + New client secret
& Expose an API Description Expires Value Secret ID /
B Approles CI Sync (EE) Agent Client Secret 23/2/2023 @ o Tea o ke 00" smarsle B &

& Owners

&. Roles and administrators

B Manifest

5. Click the “New client secret” button.

P Search resources, services, and docs (G+/)

Home > PIT | App registrations > Syncfish - CI Sync (Enterprise Edition) - Agent

Syncfish - CI Sync (Enterprise Edition) — Agent | Certificates & secrets =

? Search ‘ F? Got feedback?

B Overview

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

& Quickstart
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

# Integration assistant

Manage
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

B Branding & properties
2 Authenticati
D Authentication Certificates (0) Client secrets (0) Federated credentials (0)

Certificates & secrets
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
II! Token configuration

@ API permissions | Mew client secret

@ Expose an APl Expires Value O Secret ID

scription

App roles . -~
No client secrets have been created for this application

& Owners

& Roles and administrators

M Manifest

Support + Troublesheooting

& Troubleshooting
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Enter a unique Description for the secret associated with the Cl Sync (EE) Agent App Registration.

Then, select a suitable Expires duration based on your organisational policy. Finally click the Add
button.

Syncfish - CI Sync (Enterprise Edition) — Agent | Certificates & secrets

Add a client secret

8. The form now displays the generated secret value (shown in the Value field). The Value is only
available while you remain on this screen. You must make a copy of the Value GUID before leaving this
form. We also recommend you securely store a copy of the secret internally in case you need to use it
later after the Cl Sync (EE) is installed.

e Using the form, make a copy of the GUID in the Value field.
m T

Syncfish - Cl Sync (Enterprise Edition) - Agent | Certificates & secrets

Data Capture Note: You will need the “Value” GUID when performing the subsequent steps to
update the CI Sync (EE) Agent (the Windows Service) running on the relevant server.
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Task C2: Use the ClI Sync (EE) Agent Config Utility to store the updated Client Secret.

Perform the following steps on the server where the Cl Sync (EE) Agent was installed (referred to as the “Cl
Sync (EE) Agent Server”).

1. Locate and run the “CISynchronizerAgent Config Utility” program from the Windows Start Menu

ﬁ

2. Click the Configure tab and paste the new Client Secret (generated in the previous task) into the “App
Registration Client Secret” field on the form.

= CISynchronizerAgent Configuration - NOT REGISTERED

Configure | Source Systems
AzureAD

CiSync Application (client) ID

Directory (tenant) ID
App Registration (client) ID
l App Registration Client Secret l @
Instance URL | https://login.microsoftonline.com,
CiSync Instance
Extractor API URL |http

Test Connection

3. Inthe Test Connection section, click “Connect”.

4. Follow any remaining prompts to save and exit.

5. As a further verification you may also want to do the following:
e Login to your Cl Sync (EE) Saa$S Ul
e Navigate the Settings Page and under Connections

e Ensure you have a green light against the Cl Sync (EE) Agent connection.

Settings

Connections Health Check Notifications Logging

Source connections

Source connections are automatically enrolied when an agent is setup and configured.

Name Environment Version System

dv-bld-fish-vm K prod, test @ 2.2.0 Lansweeper
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Appendix D — How to add Lansweeper as a Source Connection to the Cl Sync (EE)
Agent

Task D1: Review the SQL Server Edition and Version being used to host the Lansweeper SQL DB.

Task D2: Use the Cl Sync (EE) Agent Config Utility to Setup a Source Connection to Lansweeper.

Task D3: Use the Cl Sync (EE) SaaS application User Interface to check the Cl Sync (EE) Agent status and
set any remaining connection parameters.

Task D1: Review the SQL Server Edition and Version being used to host the Lansweeper SQL

DB.

You need to review the SQL Server Version and SQL Server Edition to ensure it is supported by (and
optimal) for Cl Sync (EE). Check the following:

Cl Sync (EE) does not support the LocalDB version of SQL (i.e. the free SQL which is sometimes used
as the default during the installation of certain products (e.g. Lansweeper). If your Lansweeper is
using the LocalDB version of SQL you will need to upgrade to SQL Express Edition or preferably SQL
Standard Edition (see next point).

Syncfish highly recommend using Microsoft SQL Standard Edition (or SQL Enterprise Edition though
that edition is typically overkill/not required). SQL Standard (or above) supports SQL Maintenance
Plans and other housekeeping jobs.

Check you are using a recent version of SQL Server (SQL Version 2014 or later).

Validate the database compatibility level of the Lansweeperdb is set to SQL Server 2014 (120) or
later.

Needsltolbefat]least
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Task D2: Use the CI Sync (EE) Agent Config Utility to Setup a Source Connection to Lansweeper.

Informational Note

This section includes references to a database referred to as “RecVer”. The RecVer database is a small three
column checksum style of database used by Cl Sync (EE) to deliver the delta record sync functionality (i.e. where
Cl Sync (EE) only sync’s those records which have changed since the previous sync job. Below are some key points
about the RecVer database:

1. The RecVer database is currently only supported via Microsoft SQL Server (i.e. RecVer must be a SQL
database). In the new future RecVer will also be supported on MongoDB.

2. The RecVer database must be hosted on the same SQL Server as your Lansweeper source system
database. You cannot host the RecVer database on a separate SQL server.

3. You will need to create multiple RecVer databases if you are setting up multiple source systems via the Cl
Sync (EE) Agent (i.e. each Source Connection that supports the delta sync functionality requires its own
unique RecVer database.

The follow pages explain how to use the Cl Sync (EE) Agent Config Utility to setup a Lansweeper source system
connection. You will see references in the screen shots and text which explains how to facilitate the creation and
use of your RecVer database.

Guidance Notes

When performing the tasks in this section (to setup a Source System Connection for an Lansweeper using the Cl
Sync (EE) Agent Config Utility) you will need to know the following:

1. The path to the SQL server that will host the “RecVer” database.

2.  Which authentication type the Cl Sync (EE) Agent will use for readonly access to the Lansweeper database
and read/write access to the RecVer database. The Config Utility supports the following authentication
types for accessing the SQL server:

= Integrated Security (which uses the Windows User Account you created for the Cl Sync (EE) Agent
Windows Service).

= SQL Native Login (which uses a SQL username and password you enter into the Config Utility when
creating the Source System Connection).

= Note: In either case (Integrated Security of SQL Native Login), the account/login requires minimum
(least privileged) access to the databases. Permissions are set either by your DBA (through a manual
process) or the Config Utility (through the automated process) as explained below.

Continue to the next page for further Guidance Notes.
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Guidance Notes (continued from prior page)

When performing the tasks in this section (to setup a Source System Connection for an Lansweeper using the CI
Sync (EE) Agent Config Utility) you will also need to know the following:

3. Which approach you will use to create the Cl Sync “RecVer” database. Your options are as follows:

Option 1 - You will use the Config Utility to automatically create the RecVer database and grant the Cl
Sync (EE) Agent access to the Lansweeper database while you are running the Config Utility to setup
the Source System Connection to the Lansweeper SQL database.

Option 2 — You will engage your SQL Database Administrator (DBA) to manually create the RecVer
database (and grant the Cl Sync (EE) Agent access to the Lansweeper database) on your behalf (i.e. in
advance) if you don’t have permissions to the SQL server and therefore you cannot use the Config
Utility to automatically create the RecVer database.

If you are clear on the above items, it will improve your use of the Config Utility to select the correct options and
provide appropriate credentials when setting up Lansweeper as a Source System Connection for the Cl Sync (EE)
Agent. See also Appendix A which contains useful diagrams about SQL authentication for the Cl Sync (EE) Agent.

As mentioned in the Guidance Notes on the previous page, there are two options to facilitate the creation of
the RecVer database and assigning permissions to it for the Cl Sync (Agent).

Option | Title Additional Details
1 Automatically using | e  This option requires you to have the sysadmin (sa) role in the SQL Server
the Cl Sync (EE) that will host the RecVer database.
Agent Config Utility | ¢ |fyou have sa credentials to the SQL Server that will host the RecVer
database you can use the Cl Sync (EE) Agent Config Utility to create the CI
Sync (EE) RecVer database.
e For this option proceed to the very next page under the heading Task D2
(Option 1): Steps to add Lansweeper as a Source Connection to the Cl Sync
(EE) Agent using the Config Utility to automatically create the RecVer
database..
2 Manually viaaSQL |e If the person executing the Cl Sync (EE) Agent Config utility does not have

Database
Administrator
(DBA)

the sysadmin (sa) role in the SQL Server, you can have your SQL DBA
perform a manual setup of the RecVer database.

For this option you should contact your DBA now and allocate them the
manual setup tasks described in Task D2 (Option 2): Steps to add
Lansweeper as a Source Connection to the Cl Sync (EE) Agent using your
SQL Database Administrator (DBA) to manually create the RecVer
database in advance.

Once the DBA has completed their allocated tasks you will continue to use
the ClI Sync (EE) Agent Config Utility to connect to the RecVer database
the DBA has created for you.

See the instructions in Task D2 (Option 1) and Task D2 (Option 2) on the following pages for detailed steps
for each of these two options.
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Task D2 (Option 1): Steps to add Lansweeper as a Source Connection to the Cl Sync (EE) Agent using the Config
Utility to automatically create the RecVer database.

1. Within the Cl Sync Agent Configuration Utility, navigate to the Source
Systems tab, select Lansweeper and click the Add button.

2. Enter details on the “Add Lansweeper Connection” form.

(a) Inthe section titled “Settings for the Cl Sync Windows Service”
This section defines the settings for the Cl Sync (EE) Agent to use as it
runs in the background (i.e. after you have exited the Config Utility).

Name: Enter a name that describes the Lansweeper instance this
Source System Connection represents.

If you have only one Lansweeper instance “Lansweeper” will
suffice, if you have multiple enter a name that identifies the
specific Lansweeper instance.

SQL Server: Enter the SQL Server instance path in the format:
server\instance.

Integrated Security: Check this checkbox if you want the Cl Sync
(EE) Agent to authenticate to the SQL Server using the Windows
User Account you setup for the Cl Sync (EE) Agent Windows
Service. Otherwise, uncheck this checkbox and enter the User ID
and Password for a Native SQL Login provided to you by the DBA

Update

% Add Lansweeper Connection

Settings for the Cl Sync Windows Service
Name |Lansweeper
System  Lansweeper
SQL Server |localhost\SQLEXPRESS
[] Integrated Security
User ID |sqluser
Password eesssssssssssssesescssss @
Database |lansweeperdb
[_] Existing RecVer Database
RecVer Database |cisee_recver_lansweeperdb
DB Timeout (Secs) |60

Settings to Setup the Cl Sync RecVer DB
[C] Bypass setup, | have manually setup the databases
[¥] Integrated Security

Execute the SQL Setup

Setup & Test

[ Save ] [ cancel

(Note: Syncfish do not recommend the SQL Login have sysadmin rights).
Database: The name of the Lansweeper database. This will default to “lansweeperdb”, only change

this value if your Lansweeper database has a non-standard name.

Existing RecVer Database: Do NOT check this checkbox (because the Config Utility will be creating the RecVer

database for you).

DB Timeout (Secs): Sets both the connection and statement execution timeouts. Syncfish recommend 60

(seconds).

(b) In the section titled “Settings to Setup the Cl Sync RecVer DB”
This section defines how the Config Utility will connect to SQL Server to perform the automated SQL setup
and configuration steps. The settings do not impact the ongoing running of the Cl Sync (EE) Agent.

Bypass setup, | have manually setup the databases: Do NOT check this checkbox (because the Config

Utility will be creating the RecVer database for you).

Integrated Security: By default, the Config Utility will connect to SQL Server to perform the automated
SQL setup and configuration steps using Integrated Security (i.e. using your own credentials as the person
running the Config Utility). Uncheck this checkbox if you want the automated SQL setup and
configuration steps to be performed with a native SQL login. Then enter the User ID and Password of the
native SQL login. Note: the automated process requires the native login to have the SQL sysadmin role.

Click here to return
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3. Inthe section titled “Execute the SQL Setup”, click the Setup & Test button. The tests should complete
without error.
Execute the SOL Setup

Verify connection to database “null” : Ok
Grant permission to database "null®: Ok
Verify existing RecVer DB : Ok
Run RecVer DB setup : Ok
Run RecVer DB version verification : Ok
Grant access to RecVer DB : Ok

Save | | Cancel

Informational Note
The Config Utility performs the following SQL setup and configuration steps:

1. It creates a SQL Login for the Windows User Account you setup for the Cl Sync (EE) Agent Windows Service if you
selected “Integrated Security” in the section “Settings for the Cl Sync Windows Service”, the Config Utility. Or, if
instead you are using Native SQL Login (instead of “Integrated Security”) then Config Utility uses the Native SQL Login
details you have supplied and performs the following two steps to grant the Login access to the relevant databases with
the permissions noted below.

2. It creates a SQL user in the Lansweeper database for the Login used by the Cl Sync (EE) Agent and grants the user the
db_datareader role to the Lansweeper database.

Note: Depending on whether you selected “Integrated Security” or not, the SQL user is either (a) the Windows
User/Service Account (created as a SQL Login in point 1 above) or (b) the native SQL login account.

3. Creates the RecVer database, creates a SQL user in the RecVer database for the Login used by the Cl Sync (EE) Agent
and grants the SQL user the agent_role role.

Note: Depending on whether you selected “Integrated Security” or not, the SQL user is either (a) the Windows
User/Service Account (created as a SQL Login in point 1 above) or (b) the native SQL login account.

Note: If you are using a Native SQL Login (not Integrated Security) with higher privileges than noted above (e.g. if the account
had SQL sysadmin) then the Config Utility will not be able to set the SQL roles noted above. Instead, the Config Utility will
not touch the permissions and instead will leave the existing/higher privileges as is. This is not required and not
recommended by Syncfish.

Important Note: The above process grants the SQL User credential (i.e. the Windows Service Account or the SQL Login)
db_datareader at the database level (i.e. grants the credential access to all tables in the Lansweeper database schema).

This approach grants the Cl Sync (EE) Agent access to Lansweeper tables that are not needed or in-scope for Cl Sync (EE).
A good example is the tblADusers table in Lansweeper. The default Cl Sync (EE) configuration rules do require the Cl
Sync (EE) Agent to access tblADusers which may contain firstname, surname, email address etc values about your users
(subject to whether you have configured Lansweeper to read from your Active Directory or not).

Syncfish recommends you review the Lansweeper system documentation (and system itself) to understand the
permissions these roles provide to your Cl Sync (EE) Agent.

Syncfish provide further details on this topic in the document titled “Cl Sync (EE) - Overview of Source and Destination
Fine Grain Permission Option for Personal Data”. The document also includes non-authoritative guidance on how to
assess and potentially apply fine-grain permissions to further restrict Cl Sync (EE)’s access within the Lansweeper
database if your organization has concerns about Personal Data.
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4. After a successful test has been completed, click the Save button.

Execute the SOL Setup

Setup & Test Retrieve Account running ClSyne Agent service : HBWINSR

Retrieve Azure AD client secret : Ok
Azure AD authentication : Ok

Verify input configuration : Ok

Verify connection to database “null” : Ok
Grant permission to database "null® : Ok
Verify existing RecVer DB : Ok

| Save | | Cancel |

5. Finally, click Yes to register the Cl Sync (EE) Agent with your customer specific Cl Sync (EE) SaaS instance.

Connection Registration

"I Connection “lansweeperdb_gen_demo’ is a Draft, would you
' like to register the connection now?

Yes No

6. You can now skip the next couple of pages (which describe a SQL DBA doing manual setup of the
RecVer database) and proceed to Task D3: Use the Cl Sync (EE) SaaS application User Interface to check
the Cl Sync (EEE) Agent status and set any remaining connection parameters.
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Task D2 (Option 2): Steps to add Lansweeper as a Source Connection to the Cl Sync (EE) Agent
using your SQL Database Administrator (DBA) to manually create the RecVer database in
advance.
1. Askyou SQL DBA to perform the tasks listed in the table below.
# | DBA Tasks (in SQL Server) Additional Notes
1 | Either register a Login (which represents If you are using Windows “Integrated Security” between the Cl
the Windows User Account used by the Cl Sync (EE) Agent and the SQL Server, then the Cl Sync (EE) Agent
Sync (EE) Agent Windows Service) Windows Service account needs to be registered within SQL
Or create a SQL Login (for the Cl Sync (EE) Server as a Login.
Agent to use). Note: The Cl Sync (EE) Agent Windows Service account is the one

you created during Task 4a: Create a Windows Service Account
for the Cl Sync (EE) Agent to use.

Alternatively, if you are using Native SQL authentication
between the Cl Sync (EE) Agent and the SQL Server, then a Login
will need to be created. In this case your DBA will need to
provide you with the SQL User ID and password details so you
can enter them into the Config Utility Ul as explained further
below.

2 | Map the Login as a user in the Lansweeper | Map the user and grant the role to the “lansweeperdb” (this is
database and grant the user the the default name for the Lansweeper database).
db_datareader role.

Important Note: The above process grants the SQL User credential (i.e. the Windows Service Account or the SQL Login)
db_datareader at the database level (i.e. grants the credential access to all tables in the Lansweeper database schema).

This approach grants the Cl Sync (EE) Agent access to Lansweeper tables that are not needed or in-scope for Cl Sync (EE).
A good example is the tblADusers table in Lansweeper. The default Cl Sync (EE) configuration rules do require the CI
Sync (EE) Agent to access tblADusers which may contain firstname, surname, email address etc values about your users
(subject to whether you have configured Lansweeper to read from your Active Directory or not).

Syncfish recommend you review the Lansweeper system documentation (and system itself) to understand the
permissions these roles provide to your Cl Sync (EE) Agent.

Syncfish provide further details on this topic in the document titled “Cl Sync (EE) - Overview of Source and Destination
Fine Grain Permission Option for Personal Data”. The document also includes non-authoritative guidance on how to
assess and potentially apply fine-grain permissions to further restrict Cl Sync (EE)’s access within the Lansweeper
database, in particular if your organization has concerns about Personal Data.

Proceed to the next page to complete the remaining steps.
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DBA Tasks (in SQL Server)

Additional Notes

Execute the SQL Script provided by
Syncfish located here. The script creates
the Syncfish RecVer database.

The script is: Cisee-recver-create-script.sql

Notes for the DBA when running the script:

e The script has a placeholder called $S(database_name) as
the replacement for the RecVer database name.

e  For a Lansweeper Source System Syncfish recommend
“cisee_recver_lansweeperdb” as the RecVer database
name.

e To run the setup script using the sqlcmd utility, the
database_name parameter needs to be passed in using
the -v switch:

> sqlecmd -1 -S localhost -v database_name="
cisee_recver_lansweeperdb" -i "cisee-recver-create-
script.sql”

e If running the script in SSMS, the value $(database_name
(including the $ and brackets) needs to be replaced with
the name for the recver database.

)

Map the Login as a user in the RecVer
database and grant the user the role_agent
role.

Map the user and grant the role to the RecVer database created
by the SQL script above.
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2. Within the CI Sync Agent Configuration Utility, navigate to the Source
Systems tab, select Lansweeper and click the Add button.

3. Enter details on the “Add Lansweeper Connection” form.

(a)

In the section titled “Settings for the Cl Sync Windows Service”
This section defines the settings for the Cl Sync (EE) Agent to use
as it runs in the background (i.e. after you have exited the Config
Utility).

Name: Enter a name that describes the Lansweeper instance this
Source System Connection represents.

If you have only one Lansweeper instance “Lansweeper” will
suffice, if you have multiple enter a name that identifies the
particular Lansweeper instance.

SQL Server: Enter the SQL Server instance path in the format:
server\instance.

Integrated Security: Check this checkbox if you want the Cl Sync
(EE) Agent to authenticate to the SQL Server using the Windows
User Account you setup for the Cl Sync (EE) Agent Windows
Service. Otherwise, uncheck this checkbox and enter the User ID

and Password for a Native SQL Login provided to you by the DBA.

Database: The name of the Lansweeper database. This will

= CiSynchronizerAgent Configuration - Registered %

Configure | Source Systems

Lansweeper v Add

Update Close

Settings for the CI Sync Wind

ZSQLEXPRESS
[] Integrated Security
User ID |sgluser

Password [essesssssssssssnsssssnas (@]

Database |lansweeperdb
[] Existing RecVer Database
RecVer Database |cisee_recver_lansweeperdb
DB Timeou t (Secs) |60
Settings to Setup the Cl Sync RecVer DB
[¥] Bypass setup, | have manually setup the databases
Integrated Security

User IO [sqluser

Password [esesessssssssssssssssncs (@]

Execute the SQL Setup

Setup & Test

| Save | | Cancel |

default to “lansweeperdb”, only change this value if your Lansweeper database has a non-standard

name.

% Add Lansweeper Connection x

Existing RecVer Database: Check this checkbox (because your SQL DBA has already manually created the RecVer

database for you).

DB Timeout (Secs): Sets both the connection and statement execution timeouts. Syncfish recommend 60

(seconds).
In the section titled “Settings to Setup the Cl Sync RecVer DB”

This section defines how the Config Utility will connect to SQL Server to perform the automated SQL setup
and configuration steps. Because your SQL DBA has already manually created the RecVer database you use

this section to confirm this is the case.

Bypass setup, | have manually setup the databases: Check this checkbox (because your SQL DBA has
already manually created the RecVer database and set the relevant permissions for you).

Click here to return
to steps index
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4. Inthe section titled “Execute the SQL Setup”, click the Setup & Test button. The tests should complete
without error.

Execute the SQL Setup

Setup & Test Retrieve Account running ClSync Agent service : HBWINSRVO1

Retrieve Azure AD client secret: Ok
Azure AD authentication : Ok

Verify input configuration : Ok

Verify connection to database “null” : N/A

Grant permission to database "null™: N/A

| Save | | Cancel |

5. After a successful test has been completed, click the Save button.

6. Finally, click Yes to register the Cl Sync (EE) Agent with your customer specific Cl Sync (EE) SaaS
instance.

Connection Registration

Connection ‘Lansweeper’ is a Draft, would you like to register
¥' the connection now?

7. The text in the Config Ul will now show “Registered” as part the heading.

= ClSynchronizerhgent Configuration - Registered ®

Update Close

8. You can now proceed to Task D3: Use the Cl Sync (EE) SaaS application User Interface to check the CI
Sync (EEE) Agent status and set any remaining connection parameters.
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Task D3: Use the Cl Sync (EE) Saa$ application User Interface to check the Cl Sync (EE) Agent
status and set any remaining connection parameters.

1. Login to your Cl Sync (EE) SaaS instance at https://YourCo.syncfish.app

2. Inthe ClI Sync Ul, navigate to Settings > Connections. The new Source System Connection should
appear in the Source connections list

e €1 Synchronizer

3. Click the Update hyperlink

sy € Symchronizer -

Settings
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4. Use the settings form to as follows:
e Enter an Alias (optional)

e Select the Environment/s the new source connection can be used for. In most cases a Source
System Connection is used for both Test and Production sync jobs (as distinct from the Destination
Connections which can only be either Test or Production).

Settings

You have now completed all tasks to add Lansweeper as a Source Connection in the Cl Sync (EE) Agent. You
should now proceed back to Step 6 - Configure your ServiceNow to be ready for Cl Sync (EE) (and
subsequent steps).
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Appendix E — How to add Intune as a Source Connection to the ClI Sync (EE) Agent

Task E1: Create a new App Registration to grant permissions for the Cl Sync (EE) Agent to access InTune.
Task E2: Use the CI Sync (EE) Agent Config Utility to Setup a Source Connection to InTune.

Task E3: Use the Cl Sync (EE) Saa$S application User Interface to check the CI Sync (EEE) Agent status and
set any remaining connection parameters.

Task E1: Create a new App Registration to grant permissions for the Cl Sync (EE) Agent to
access InTune.

Context Notes:

e In Azure ADD (AAD) an App Registration is used to define a Service Principal for the purpose of
authenticating a source application to a destination system/application.

e The App Registration created in this section relates to the InTune Source Connection created within the
Cl Sync (EE) Agent. This InTune specific App Registration is different to the App Registration for the CI
Sync (EE) Agent itself that was create in Step 3.

1. Inthe Azure Portal, navigate to Azure Active Directory -> App Registrations and click New Registration

Home > PIT

PIT | App registrations = - X

Microsoft Entra ID

4

T~ Mew registration @Endpoims f Troubleshooting 'C,:‘ Refresh  + Download ---

O overview

B Preview features

6 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library
(ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but
we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication
Library (MSAL) and Microsoft Graph. Learn more

/< Diagnose and solve problems

Manage

an Users

All applications Owned applications  Deleted applications

&8 Groups

BE External Identities 2 Start typing a display name or application (client) ID to filter these r... +7 Add filters

4. Roles and administrators

% Administrative units This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

L o

Delegated admin partners
i Enterprise applications

L0 Devices

#5 App registrations

[& Identity Governance
£ Application proxy
[ Custom security attributes

a Licenses

L

) Cross-tenant synchronization
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2. On the Register an application form complete as follows:
e Enter the Name (Note: Syncfish recommend using “Cl Sync (EE) Agent Connector for InTune”)
e Under Supported account types select “Accounts in this organizational directory only ({Your
Domain/Tenant Name} only - Single tenant)”
e Click Register
Home > PIT | App registrations >
Register an application - X

* Name

The user-facing display name for this application (this can be changed later).

I| Cl Sync (EE) Agent Connector for InTune v

Supported account types

Who can use this application or access this API?

Ié) Accounts in this organizational directory only (PIT only - Single tenant) l

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform ~ | | e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =
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3. Navigate to API permissions and click Add Permission

Home > PIT| App registrations > Cl Sync (EE) Agent Connector for InTune

- Cl Sync (EE) Agent Connector for InTune | APl permissions = - X
o Search. ‘ () Refresh 27 Got feedback?

B Overview

& Quickstart

o The "Admin consent required” column shows the default value for an organization. However, user consent can be
# Integration assistant customized per permission, user, or app. This column may not reflect the value in your organization, or in
organizations where this app will be used. Learn more

Manage

& Branding & properties Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent
process. The list of configured permissions should include all the permissions the application needs. Learn more about
permissions and consent

*3 Authentication

Certificates & secrets

{I!' Token configuration /' Grant admin consent for PIT
9 API permissions API / Permissions name Type Description Admin conse

@ Expose an API \/Microsoft Graph (1)

&

App roles User.Read Delegated  Sign in and read user profile No

& Owners

4. Roles and administrators

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise

H Manifest
applications.

Support + Troubleshooting

B Temiblashantina

4. Click on Microsoft Graph

iome > PIT| App registrations > CI Sync (EE) Agent Connecto

! o Moo Request APl permissions
- CI Sync (EE) Agent Connector for InTune | API permissions ¢
Select an API

R | Gottch? SO

B Overview
Commonly used Microsoft APts

© Quctstan
@ e “Admn consant s cohere shows the et ok for an rgant

o Wntagration assistant Crganizatons whers vt sop wii e waed Lewn mary Microsoft Graph

o
<
=l Configured permissions

B Branding & propertes

e i Ofice 45, Exterpene MMty + Securty, nd Windows 10.
e, rane, Outiook xcharnge. OneCrive. OneMiste. Shureois, Manver. and more

e authorized 10 ca1 AP when they e graeted permissions by
310 the appicaton needs & earn miors abos permiasons and

D Authentxaron

Cortibcates & secrets + Adda pamisson / Grant admin consent for PiT

™ Asure Outa Labe
1 Toen contpantan Pry—— W Owcpten L
dstsboe wth open AP Accrss to worage wnd compute for b5

datn sy arare

+ A pemissions

- et Delegated  Signim and resd user pro

B app o
2 Oweens

e s To view and manage consented permssions for rdwidusl 55 5 mell a1 yox
- Mot

Support « Troublesheoting
P Troubiessootng

& New support request
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5. Click on Application permissions

Request APl permissions

5 €l Sync (EE) Agent Connector for InTune | AP permissions

6. Inthe Select permissions filter, enter “device” and then do the following:

e First, find and expand DeviceManagementApps, then tick/select
DeviceManagementApps.ReadAll
Read Microsoft InTune apps

¢ Next, find and expand DeviceManagementManagedDevices, then tick/select
DeviceManagementManagedDevices.ReadAll
Read Microsoft InTune devices

¢ Then, click the Add permission button

Home > PIT| App registrations > (1 Sync (EE) Agent Connector for InTune REqUESt API permissions
= Cl Sync (EE) Agent Connector for InTune | API permissions

. Microsoft Graph
% https//graphmicrosoft.comy Do

) Refresh i Got feedback?
What type of permissions daes your application require?
B Ovendew
Delegated permissons Applcation permissions
Quickstart ’
The “Admin consent recuired" column shoiws the default valus foranorganil  Your spplicaion needs 10 access the AP as the signed-In use Your application funs as a background senvice or dsemon without a
{ integration assistant arganizations where this app wll be used. Lar more signed.in user.
Manage
Configuind permissions Select permissions

Bmaciag & pecperties Applications are authorized to call APis when they are granted permissions by .

D Authentication il the permissions the spplication needs. Learn mare abiout permissions and ¢
Permission Admin consent required

Certificates & secrets sent for PIT
I Token confiaurat Device

ken configuration Type Description
# AP| permissions a > N

L Microsoft Graph DeviceLocalCredential

@ Expose an AP

User Read Delegated  Sign in and read user pro
Ao roles DeviceManagementApps (1)
& Owners To view and manage consented permisions for ndiidualapps,as well s you  [gg DevieManagamantApps Resd Al *__._ -
Read Microsaft Intune apps

& Roles and administrators
DeviceManagementApps ReadWrite Al

W Manifest [
Re, Microsoft intune apps

Support + Troubleshooting

£ Troubleshooting

B New support request I D!v-(!Manaq(mmlM-nJgﬁdurme;|1JI

[ Devio q agedDevices PrivilegedOp Al
Perform user-impacting remote actions on Microsoft Intune devices

@ CerceMarsgemeniinagecDevies Read Al .
Read Microsoft Intune devices *
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7. For a second time, click on Application permissions, select Microsoft Graph and then click
Application Permissions

’ N Request APl permissions
5. CI Sync (EE) Agent Connector for InTune | AP| permissions

mmmmm Admin consent requiced

8. In the Select permissions filter, this time enter “user” and then do the following:

e  First, expand User, then tick/select
User.ReadAll
Read all users’s full profiles

e Then, click the Add permission button

tor for InTune Request APl permissions

o €l Sync (EE) Agent Connector for InTune | API permissions

Adteran, ecmsent required
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9. Click Grant admin consent for {Domain}

Home > PIT | App registrations > Cl Sync (EE) Agent Connector for InTune

- ClI Sync (EE) Agent Connector for InTune | API permissions =

[.2 search \ O Refresh | 7 Got feedback?

B Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart

# " Integration assistant

Manage @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect th
9 value in your organization, or in organizations where this app will be used. Leamn more
E= Branding & properties
3 Authentication Configured permissions
Certificates & secrets Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent

il Token configuration

= Add a permission I/ Grant admin consent for PIT I
-2 AP permissions

@ Expose an API AP1 / Permissions name Type Description Admin consent requ... Status
il App roles “Microsoft Graph (4)
& Owners DeviceManagementApps.Read# Application Read Microsoft Intune apps Yes A\ Not granted for PIT
&, Roles and administrators DeviceManagementManagedDe Application Read Microsoft Intune devices Yes 4\ Not granted for PIT
M Manifest User.Read Delegated  Sign in and read user profile Ne wee
User.Read All Application Read all users' full profiles Yes ik Not granted for PIT Bee
Support + Troubleshooting

f Troubleshooting

. To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
& New support request

10. Click Yes to confirm granting Admin Consent. The resulting screen should look as shown

11

below.

Home > PIT | App registrations > Cl Sync (EE) Agent Connector for InTune

- ClI Sync (EE) Agent Connector for InTune | APl permissions =

D Search ‘ () Refresh 27 Got feedback?

B Overview @ successfully granted admin consent for the requested permissions,

& Quickstart
#" Integration assistant
M @ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect the
lanage wvalue in your organization, or in organizations where this app will be used. Learn more
=1 Branding & properties
2 Authentication Configured permissions
Certificates & secrets Applications are authorized to call APis when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent
1I! Token configuration

. Add a permission " Grant admin consent for PIT
9 APl permissions

@ Expose an AP APl / Permissions name Type Description Admin consent requ... Status
App roles “ Microsoft Graph (4) —
& Owners DeviceManag pps Read A licati Read Microsoft Intune apps. Yes @ Granted for PIT
L. Roles and administrators DeviceManagementManagedDe Application Read Microsoft Intune devices Yes & Granted for PIT
igni Granted for PIT
H Manifest User Read Delegated  Sign in and read user profile No @ Granted for
User.Read All Application Read all users’ full profiles Yes @ Granted for PIT
Support + Troubleshooting

&£ Troubleshooting
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

da New support request

Using the left-hand menu, navigate and select Certificates & secrets. Select “Client secrets (0)” in the
middle of the form and then click the “New client secret” button.

Click here to return
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Home > PIT | App registrations > Cl Sync (EE) Agent Connector for InTune
ClI Sync (EE) Agent Connector for InTune | Certificates & secrets = X

L Search |

B Overview

& Quickstart

# Integration assistant
Manage

B2 Branding & properties

3 Authentication

I Certificates & secrets I

: Token configuration
2~ API permissions
& Expose an AP

App roles

[

&3 Owners

dl. Roles and administrators

Manifest

A Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

o Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0) [| Client secrets (0) | Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T~ New client secret

Description Expires Value Secret ID

Nao client secrets have been created for this application

12. Enter a unique Description for the secret associated with this Cl Sync (EE) Agent Connector for InTune
App Registration (e.g. “Cl Sync Agent (EE) Connector for InTune Client Secret”).

13. Then, select a suitable Expires duration based on your organisational policy. Finally click the Add

button.

fome > PIT | App registrations

Search

C1 Sync (EE) Agent Connector for InTune Add a Client Secret x
ClI Sync (EE) Agent Connector for InTune | Certificates & secrets 1
Description [ | 3¢ Agent (EE) Connector for InTune Client Secred |
¥ Gat feedback? Expires Recommended: 180 days (6 manths)

B Overview

& Quickstart

#" Integration assistant

Manage

= Branding & properties

D Authentication
Certificates & secrets

1! Token configuration

& API permissions

@ Expose an API

B App roles

B Owners

&. Roles and administrators

MW Manifest

Support + Troubleshooting

£ Troubleshooting

& New support request

Credentials enable confidential applications to identify themselves 1o the auther
scheme). For a higher level of assurance, we recommend using a certificate (inste

@ Application registration certificates, secrets and federated credentials can be fou

Centificates (0) Client secrets (0)  Federated credentials (0)

A secret string that the application Uses 16 prove its identity when reguesting a

New client secret

Description Expires Value

No client secrets have been created for this application.

e

Guidance Note: It is recommended you set a reminder prior to the expiry date of the Secret (i.e. a
reminder to regenerate and update the Secret in the Cl Sync (EE) Agent configuration.

Click here to return
to steps index
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14. The form now displays the generated secret value (shown in the Value field).

Guidance Note: The Value is only available while you remain on this screen. You must make a copy
of the Value GUID before leaving this form.

Make sure you copy the “Value” and NOT the “Secret ID”.

e Use the copy option to make a copy of the GUID in the Value field.

Home PIT | App registrations » Cl Sync (EE) Agent Connector for InTune

Cl Sync (EE) Agent Connector for InTune | Certificates & secrets =

Search &7 Got feedback?
B Overview
& Quickstart © Got a second to give us some feedback? =

” Integration assistant
Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

Branding & properties

D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates & secrets
"
{1 Token configuration Certificates (0)  Client secrets (1)  Federated credentials (0)

9 APl permissions
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

@ Expose an AP| Do NOT copy the “Secret ID” value
This is NOT the GUID you need

New client secret

B App roles

& Owners Description Expires Value

& Roles and administrators CI Sync Agent (EE) Connector for InTune Cl 20/5/2024 ANO ZajBrix.
Bl Manifest

Support + Troubleshooting
Make sure you copy the GUID in the “Value” field
2 Troubleshooting

& New support request

Bookmark: InTune_AppReg_ClientScrtSecretScrn

Data Capture Note: The secret “Value” will used by the person performing the next task to setup the
source connecting using the Cl Sync (EE) Agent Config Utility (i.e. used in Task E2: Use the Cl Sync (EE)
Agent Config Utility to Setup a Source Connection to InTune. Within Task E2 this value is referred to
as the “Client Secret”.

It is recommended you securely store a copy of the secret so it can be shared internally with the SME
using the CI Sync (EE) Agent Config Utility to setup the InTune Connector.
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15. Return to the Overview page for the App Registration.
H “" H H H ” “ H
e Use the copy option to make a copy of the “Application (client) ID” GUID value and the “Directory
4

(tenant) ID” GUID value..
Home » PIT | App registrations
i Cl Sync (EE) Agent Connector for InTune =

Search [ Delete & Endpoints [ Preview features Copy the value of these two GUIDs (you will need these during the next task

where you setup the new connection via the CI Sync {EE) Agent Config Utility
& Quickstant
Display name Cl Sync (EE) Agent Connector for InTune Client credentials 0 certificate, 1 secret
#" Integration assistant
Application (client) ID 50; 88d Redirect URIs : Add a Redirect UR|

Manage Object ID 64 40 Application ID URI Add an Application ID UR
B Branding & properties | oirectory tenant) 0 38 2 | Managed application in I... : Cl Sync (EE) Agent Connector for InTune
D Authentication Supported account types : My organization only

Certficates & secrets @) Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Leam more
11! Token configuration
¥ APl permissions @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will cantinue to provide technical suppart and security upe

updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
@ Expose an API

A |
& App roles Get Started  Documentation

& Owners

Bookmark: InTune_AppReg_ClientScrtApplDScrn

Data Capture Note: The “Application (client) ID” and “Directory (tenant) ID” GUID values will used
by the person performing the next task to setup the source connecting using the Cl Sync (EE) Agent
Config Utility (i.e. is used in Task E2: Use the CI Sync (EE) Agent Config Utility to Setup a Source
Connection to InTune.

16. For clarity purposes only: Upon completion of the above tasks, you should have recorded a copy of the
values shown below. These values will be needed by the SME performing the next task.

e The Secret Value (i.e. the Client Secret)
¢ The Application (client) ID

¢ The Directory (tenant) ID
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Task E2: Use the CI Sync (EE) Agent Config Utility to Setup a Source Connection to InTune.

Informational Note

This section includes references to a database referred to as “RecVer”. The RecVer database is a small three
column checksum style of database used by Cl Sync (EE) to deliver the delta record sync functionality (i.e. where
Cl Sync (EE) only sync’s those records which have changed since the previous sync job. Below are some key points
about the RecVer database:

1. The RecVer database is currently only supported via Microsoft SQL Server (i.e. RecVer must be a SQL
database). In the new future RecVer will also be supported on MongoDB.

2. You will need to create multiple RecVer databases if you are setting up multiple source systems via the CI
Sync (EE) Agent (i.e. each Source Connection that supports the delta sync functionality requires its own
unique RecVer database.

The follow pages explain how to use the Cl Sync (EE) Agent Config Utility to setup an Intune source system
connection. You will see references in the screen shots and text which explains how to facilitate the creation and
use of your RecVer database.

Guidance Notes

When performing the tasks in this section (to setup a Source System Connection for InTune using the Cl Sync (EE)
Agent Config Utility) you will need to know the following:

1. The path to the SQL server that will host the “RecVer” database.

2. Which authentication type the Cl Sync (EE) Agent will use for read/write access to the RecVer database. The
Config Utility supports the following authentication types for accessing the SQL server:

= Integrated Security (which uses the Windows User Account you created for the Cl Sync (EE) Agent
Windows Service).

=  SQL Native Login (which uses a SQL username and password you enter into the Config Utility when
creating the Source System Connection).

= Note: In either case (Integrated Security of SQL Native Login), the account/login requires minimum (least
privileged) access to the databases. Permissions are set either by your DBA (through a manual process)
or the Config Utility (through the automated process) as explained below.

Continue to the next page for further Guidance Notes.
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Guidance Notes (continued from prior page)

When performing the tasks in this section (to setup a Source System Connection for InTune using the Cl Sync (EE)
Agent Config Utility) you will also need to know the following:
3.  Which of the following approaches you are using to create the Cl Sync “RecVer” database on your SQL Server.
Your options are as follows:
= Option 1 - You will use the Config Utility to automatically create the RecVer database (and grant the Cl
Sync (EE) Agent access to the RecVer database) while you are using the Config Utility to setup the
Source System Connection to InTune.
=  QOption 2 —You will engage your SQL Database Administrator (DBA) to manually create the RecVer
database (and grant the Cl Sync (EE) Agent access to the RecVer database) on your behalf (i.e. in
advance) if you don’t have permissions to the SQL server and therefore you cannot use the Config
Utility to automatically create the RecVer database.

If you are clear on the above items, it will improve your use of the Config Utility to select the correct options and
provide the appropriate credentials when setting up InTune as a Source System Connection for the Cl Sync (EE)
Agent. See also Appendix A which contains useful diagrams about SQL authentication for the Cl Sync (EE) Agent.

As mentioned in the Guidance Notes on the previous page, there are two options to facilitate the creation of
the RecVer database and assigning permissions to it for the CI Sync (Agent).

Option | Title Additional Details
1 Automatically using | e This option requires you to have the sysadmin (sa) role in the SQL Server
the Cl Sync (EE) that will host the RecVer database.

Agent Config Utility |4 |fyou have sa credentials to the SQL Server that will host the RecVer

database you can use the Cl Sync (EE) Agent Config Utility to create the CI
Sync (EE) RecVer database.

e For this option proceed to the very next page under the heading Task E2
(Option 1): Steps to add InTune as a Source Connection to the Cl Sync (EE)
Agent using the Config Utility to automatically create the RecVer
database.

2 Manually via a SQL o [f the person executing the Cl Sync (EE) Agent Config utility does not have
Database the sysadmin (sa) role in the SQL Server, you can have your SQL DBA
Administrator (DBA) perform a manual setup of the RecVer database.

e  For this option you should contact your DBA now and allocate them the
manual SQL setup tasks described in Task E2 (Option 2): Steps to add
InTune as a Source Connection to the Cl Sync (EE) Agent using your SQL
Database Administrator (DBA) to manually create the RecVer database in
advance.

e Once the DBA has performed their allocated tasks you will continue to use
Cl Sync (EE) Agent Config Utility to connect to the RecVer database the
DBA has created for you.

See the instructions in Task E2 (Option 1) and Task E2 (Option 2) on the following pages for detailed steps
for each of these two options.
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Task E2 (Option 1): Steps to add InTune as a Source Connection to the Cl Sync (EE) Agent using the Config Utility
to automatically create the RecVer database.

1. Within the CI Sync Agent Configuration Utility, navigate to the Source Systems
tab, select InTune and click the Add button.

2. Enter details on the “Add InTune Connection” form. e i

(a) Inthe section titled “Settings for the Cl Sync Windows Service” G =
This section defines the settings for the Cl Sync (EE) Agent to use as it runs ‘e :
ettings for the CI Sync Windows Service
in the background (i.e. after you have exited the Config Utility). Name [intune CORP

System Intune

= Name: Enter a name that describes this Source System Connection BaureAD Convection setings =
represents. e ==

= Directory (tenant) ID: Enter the value you captured in Task E1. ...

= Application (tenant) ID: Enter the value you captured in Task E1. s v~

= Client Secret: Enter the value you captured in Task E1. Sk senver

= RecVer Type: Set this to SQL Server (in the future Cl Sync will support

/| Integrated Security

other database types for the RecVer/delta functionality). Existing RecVer Database
= SQL Server: Enter the SQL Server instance path in the format: D6 vt ot 6

server\instance. B o D G ————————
= Integrated Security: Check this checkbox if you want the CI Sync (EE) Degadseany

Agent to authenticate to the SQL Server using the Windows User
Account you setup for the Cl Sync (EE) Agent Windows Service. s
Otherwise, uncheck this checkbox and enter the User ID and Setup & Test
Password for a Native SQL Login provided to you by the DBA (Note:
Syncfish do not recommend the SQL Login have sysadmin rights).

= Existing RecVer Database: Do NOT check this checkbox (because the
Config Utility will be creating the RecVer database for you).

Cancel

= DB Timeout (Secs): Sets both the connection and statement
execution timeouts. Syncfish recommend 60 (seconds).

(b) In the section titled “Settings to Setup the Cl Sync RecVer DB”
This section defines how the Config Utility will connect to SQL Server to perform the automated SQL setup
and configuration steps. The settings do not impact the ongoing running of the Cl Sync (EE) Agent.

= Bypass setup, | have manually setup the databases: Do NOT check this checkbox (because the Config
Utility will be creating the RecVer database for you).

= |ntegrated Security: By default, the Config Utility will connect to SQL Server to perform the automated
SQL setup and configuration steps using Integrated Security (i.e. using your own credentials as the person
running the Config Utility). Uncheck this checkbox if you want the automated SQL setup and
configuration steps to be performed with a native SQL login. Then enter the User ID and Password of the
native SQL login. Note: the automated process requires the native login to have the SQL sysadmin role.
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9. Inthe section titled “Execute the SQL Setup”, click the Setup & Test button. This will create the Cl Sync
RecVer database (on the provided SQL server), grant the Cl Sync (EE) Agent Windows Service Account to
the RecVer database and test connectivity to the source system (in this case to InTune) by
authentication with the App Registration created earlier.

Execute the SQL Setup

Verify connection to database “null” : Ok
Grant permission to database "null”®: Ok
Verify existing RecVer DB : Ok
Run RecVer DB setup : Ok
Run RecVer DB version verification : Ok
Grant access to RecVer DB : Ok

Save | | Cancel

Informational Note

The Config Utility performs the following SQL setup and configuration steps:

1. Itcreates a SQL Login for the Windows User Account you setup for the Cl Sync (EE) Agent Windows Service if you
selected “Integrated Security” in the section “Settings for the Cl Sync Windows Service”, the Config Utility. Or, if
instead you are using Native SQL Login (instead of “Integrated Security”) then Config Utility uses the Native SQL Login
details you have supplied and performs the following two steps to grant the Login access to the relevant databases with

the permissions noted below.
2. Creates the RecVer database, creates a SQL user in the RecVer database for the Login used by the Cl Sync (EE) Agent

and grants the SQL user the agent_role role.
Note: Depending on whether you selected “Integrated Security” or not, the SQL user is either (a) the Windows

User/Service Account (created as a SQL Login in point 1 above) or (b) the native SQL login account.

Note: If you are using a Native SQL Login (not Integrated Security) with higher privileges than noted above (e.g. if the account
had SQL sysadmin) then the Config Utility will not be able to set the SQL roles noted above. Instead, the Config Utility will
not touch the permissions and instead will leave the existing/higher privileges as is. This is not required and not
recommended by Syncfish.
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3. Ifthe connection to the source system (in this case via the Microsoft Azure Graph API for InTune) fails, an
error will be displayed (see example below). In this case recheck all App Registration details and the
various settings entered into the Cl Sync (EE) Agent Config Utility on the prior connection setup/settings
screen.

| Cennection verification & setup *

@W% Azure Graph Authentication failed: 401 -

'Q-' {"error:"invalid_client”,"error_description”:"A4DSTS7000215:

= Invalid client secret provided. Ensure the secret being sent in
the request is the dient secret value, not the client secret 1D,
for a secret added to app
‘3e70fbbf-2d82-4cda-56d7-a8dcce 237785 \r\nTrace ID:
35b7279b-726b-4ff5-b07a-add937 c2b300\\nCorrelation 1D:
2abbcbeb-f7df-4647-a322-5a6delb58935\r\nTimestamp:
2023-05-10
12:06:10Z°, "error_codes”:[7000215], timestamp:"2023-05-10
12:06:102°, "trace_id":"35b7279b-726b-4ff5-b07a-add337 c2b 300
*correlation_id™:"2aébcBeb-f7df-4647-a322-5a6de0b58935 e
rrar_uri’:"hitps://login.microsoftonline.com/errorfcode=70002
1577

4. After a successful test has been completed, click the Save button.
Execute the SOL Setup

Setup & Test Retrieve Account running ClSync Agent service : HBWINSR

Retrieve Azure AD client secret : Ok
Azure AD authentication : Ok

Verify input configuration : Ok

Verify connection to database “null” : Ok
Grant permission to database "null® : Ok
Verify existing RecVer DB : Ok

| Save | | Cancel |

5. Finally, click Yes to register the Cl Sync (EE) Agent with your customer specific Cl Sync (EE) SaaS instance.

Connection Regstration
e
o1 l No
6. You can now skip the next couple of pages (which describe a SQL DBA doing manual setup of the

RecVer database) and proceed to Task E3: Use the Cl Sync (EE) Saa$ application User Interface to
check the ClI Sync (EEE) Agent status and set any remaining connection parameters.
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Task E2 (Option 2): Steps to add InTune as a Source Connection to the Cl Sync (EE) Agent using
your SQL Database Administrator (DBA) to manually create the RecVer database in advance.

1.

Ask you SQL DBA to perform the tasks listed in the table below.

#

DBA Tasks (in SQL Server)

Additional Notes

Either register a Login (which represents
the Windows User Account used by the Cl
Sync (EE) Agent Windows Service)

Or create a SQL Login (for the Cl Sync (EE)
Agent to use).

If you are using Windows “Integrated Security” between the Cl
Sync (EE) Agent and the SQL Server, then the Cl Sync (EE) Agent
Windows Service account needs to be registered within SQL
Server as a Login.

Note: The Cl Sync (EE) Agent Windows Service account is the one

you created during Task 4a: Create a Windows Service Account
for the Cl Sync (EE) Agent to use.

Alternatively, if you are using Native SQL authentication
between the Cl Sync (EE) Agent and the SQL Server, then a Login
will need to be created. In this case your DBA will need to
provide you with the SQL User ID and password details so you
can enter them into the Config Utility Ul as explained further
below.

Execute the SQL Script provided by
Syncfish located here. The script creates
the Syncfish RecVer database.

The script is: Cisee-recver-create-script.sql

Notes for the DBA when running the script:

e The script has a placeholder called $S(database_name) as
the replacement for the RecVer database name.

e For an InTune Source System Syncfish recommend
“cisee_recver_intune” as the RecVer database name.

e To run the setup script using the sglcmd utility, the
database_name parameter needs to be passed in using
the -v switch:

> sqlecmd -1 -S localhost -v database_name="
cisee_recver_intune" -i "cisee-recver-create-script.sql"

e If running the script in SSMS, the value $(database_name)
(including the $ and brackets) needs to be replaced with
the name for the recver database.

Map the Login as a user in the RecVer
database and grant the user the role_agent
role.

Map the user and grant the role to the RecVer database created
by the SQL script above.
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to steps index
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2. Within the CI Sync Agent Configuration Utility, navigate to the Source Systems ul
tab, select InTune and click the Add button.
3 J
3. Enter details on the “Add InTune Connection” form. —

= Add Azure Connection

(a) Inthe section titled “Settings for the Cl Sync Windows Service”
This section defines the settings for the Cl Sync (EE) Agent to use as it runs
in the background (i.e. after you have exited the Config Utility).

= Name: Enter a name that describes this Source System Connection
represents. fogs
= Directory (tenant) ID: Enter the value you captured in Task E1.
= Application (tenant) ID: Enter the value you captured in Task E1.
= Client Secret: Enter the value you captured in Task E1.
= RecVer Type: Set this to SQL Server (in the future Cl Sync will support other B
database types for the RecVer/delta functionality). e
= SQL Server: Enter the SQL Server instance path in the format:
server\instance.

» |Integrated Security: Check this checkbox if you want the Cl Sync (EE)
Agent to authenticate to the SQL Server using the Windows User Account Setup & Test
you setup for the Cl Sync (EE) Agent Windows Service. Otherwise, uncheck
this checkbox and enter the User ID and Password for a Native SQL Login
provided to you by the DBA.

= Existing RecVer Database: Check this checkbox (because your SQL DBA has
already manually created the RecVer database for you).

Cancel

= DB Timeout (Secs): Sets both the connection and statement execution timeouts. Syncfish recommend 60
(seconds).

(b) In the section titled “Settings to Setup the Cl Sync RecVer DB”
This section defines how the Config Utility will connect to SQL Server to perform the automated SQL setup
and configuration steps. Because your SQL DBA has already manually created the RecVer database you use
this section to confirm this is the case.

= Bypass setup, | have manually setup the databases: Check this checkbox (because your SQL DBA has
already manually created the RecVer database and set the relevant permissions for you).
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8.

5.

In the section titled “Execute the SQL Setup”, click the Setup & Test button. This will create the Cl Sync
RecVer database (on the provided SQL server), grant the Cl Sync (EE) Agent Windows Service Account to
the RecVer database and test connectivity to the source system (in this case to InTune) by
authentication with the App Registration created earlier.

Execute the SQL Setup

Setup & Test Retrieve Account running ClSync Agent service : HBWINSRVO1

Retrieve Azure AD client secret : Ok
Azure AD authentication : Ok

Verify input configuration : Ok

Verify connection to database "null” : NfA

Grant permission to database "null™ : N/A

| Save | | Cancel ‘

If the connection to the source system (in this case via the Microsoft Azure Graph API for InTune) fails, an
error will be displayed (see example below). In this case recheck all App Registration details and the
various settings entered into the Cl Sync (EE) Agent Config Utility on the prior connection setup/settings
screen.

| Connection verification & setup x

&% Azure Graph Authentication failed: 401 -
'-.\ '.-' {errort:"invalid_client”, error_description™:" AADSTST000215:
= Invalid client secret provided. Ensure the secret being sent in

the request is the client secret value, not the client secret ID,
for a secret added to app
‘3e70fbbf-8d32-4cd3-96d7-abd cce 237785 . \rvnTrace |D:
35b7279b-726b -4ff5-b07a-add937c2b300\rnCorrelation 1Dt
2abbeeeb-f7df-4647-a322-5a6d20b535835\F\nTimestamp:
2023-05-10
12:06:10Z", " error_codes”:[7000215), timestamp™:"2023-05-10
12:06:10Z°, trace_id":"35b7279b-726b-4ff5-b07a-add937 2300
", correlation_id™:"2abbcbeb-f7df-4647-a322-5a6de0b58535", e
rrar_uri:"https://login.microsoftonline.com/error?code=70002
157

After a successful test has been completed, click the Save button.

Execute the SQOL Setup

Retrieve Account running ClSync Agent service : HBWINSR
Retrizve Azure AD client secret : Ok
Azure AD authentication : Ok
Verify input configuration : Ok
Verify connection to database “null”: Ok
Grant permission to database "null” : Ok
Verify existing RecVer DB : Ok

‘ Save | | Cancel ‘

Finally, click Yes to register this new connection (via your Cl Sync (EE) Agent) with your customer
specific Cl Sync (EE) SaaS instance.

Connection Regatraton

ctsn ‘Intune - CORP is & Draft, would you Mue to
the coanectizn mow?
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6. Assuming no errors you will see a confirmation as shown below.
= ]

Conbigure| Souste Syatems

Cannactions

SyILE CORAECLN FEgETEtn *

Test

Comnecton
| Syitem cornedtion rguled sune Puly
Canesy o §

(=]
Save B
7. Click OK.
8. The new connection will appear in the Connections List of the Cl Sync (EE) Agent.
% €l Synchronizer Configuration Regm:rtF x
[ dee |

9. You can now proceed to Task E3: Use the Cl Sync (EE) SaaS application User Interface to check the Cl
Sync (EE) Agent status and set remaining connection parameters. and to set any remaining connection
parameters.
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Task E3: Use the Cl Sync (EE) SaaS application User Interface to check the Cl Sync (EE) Agent
status and set remaining connection parameters.

1. Login to your Cl Sync (EE) SaaS instance at https://YourCo.syncfish.app

2. Inthe ClI Sync Ul, navigate to Settings > Connections. The new Source System Connection should
appear in the Source connections list.

s 1 Synchronizer

3. Click the Update hyperlink

e €1 Synchronizer
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4. Use the settings form to as follows:

e Enter an Alias (optional)

e Select the Environment/s the new source connection can be used for. In most cases a Source
System Connection is used for both Test and Production sync jobs (as distinct from the Destination
Connections which can only be either Test or Production).

e Check the consent checkbox and Click the Save connection button.

i €1 Synchronizer Setting eV

You have now completed all tasks to add InTune as a Source Connection in the Cl Sync (EE) Agent. You
should now proceed back to Step 6 - Configure your ServiceNow to be ready for CI Sync (EE) (and

subsequent steps).
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Appendix F — How to add Azure as Source Connection to the Cl Sync (EE) Agent

e Task F1: Create a new App Registration to grant permissions for the Cl Sync (EE) Agent to access Azure.
e Task F2: Use the Cl Sync (EE) Agent Config Utility to Setup a Source Connection to Azure.
e Task F3: Use the Cl Sync (EE) Saa$S application User Interface to check the Cl Sync (EEE) Agent status and

set any remaining connection parameters.

Task F1: Create a new App Registration to grant permissions for the Cl Sync (EE) Agent to
access Azure.

Context Notes:

e In Azure ADD (AAD) an App Registration is used to define a Service Principal for the purpose of
authenticating a source application to a destination system/application.

e The App Registration created in this section relates to the Azure Source Connection created within the
Cl Sync (EE) Agent. This Azure specific App Registration is different to the App Registration for the Cl
Sync (EE) Agent itself that was create in Step 3.

1. Inthe Azure Portal, navigate to Azure Active Directory -> App Registrations and click New Registration

Home > PIT

g2 PIT | App registrations =

Microsoft Entra ID

4

T~ MNew registration @Enr_‘lpoims ﬁ Troubleshooting 'C_:‘ Refresh  + Download --*

O Overview

B Preview features

o Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library
(ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates but
we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication
Library (MSAL) and Microsoft Graph. Learn more

7% Diagnose and solve problems

Manage

Users

Be

All applications Owned applications  Deleted applications

Groups

External Identities 2 Start typing a display name or application (client) ID to filter these r... +v Add filters
Roles and administrators

Administrative units This account isn't listed as an owner of any applications in this directory.

View all applications in the directory

Delegated admin partners
#  Enterprise applications

Devices

£ App registrations

) Identity Governance
£ Application proxy
Custom security attributes

Licenses

&

) Cross-tenant synchronization
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2. On the Register an application form complete as follows:
e Enter the Name (Note: Syncfish recommend using “Cl Sync (EE) Agent Connector for Azure”)
e Under Supported account types select “Accounts in this organizational directory only ({Your
Domain/Tenant Name} only - Single tenant)”
e Click Register
Home > PIT | App registrations >
Register an application X

* Name
The user-facing display name for this application (this can be changed later).

Il Cl Syne (EE) Agent Connector for Azurd I v
Supported account types

. -~ is AP[?
I@) Accounts in this organizational directory only (PIT only - Single tenant)

() Accounts in any organizational directory {Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra I1D tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform N | | e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies =
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3. Using the left-hand menu, navigate and select Certificates & secrets. Select “Client secrets (0)” in the
middle of the form and then click the “New client secret” button.

Home > PIT | App registrations > Cl Sync (EE) Agent Connector for Azure

Cl Sync (EE) Agent Connector for Azure | Certificates & secrets # x
Search A7 Got feedback?
# Overview
& Quickstart Credentials enable to identify to the service when receiving tokens at a web
addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a
#" Integration assistant client secret) as a credential
Manage
B Branding & properties @ Application registration certificates, secrets and federated credentials can be found in the tabs below

2 Authentication

Certificates (0) lient secrets (0) § Federated credentials (0)

1I'" Token configuration A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application
password
o API permissions

& Expose an AP|
5L App roles Description Expires Value Secret ID
& ouners No client secrets have been created for this application.

&. Roles and administrators
B Manifest
Support + Troubleshooting

£ Troubleshooting

2 New support request

4. Enter a unique Description for the secret associated with this Cl Sync (EE) Agent Connector for Azure

App Registration (e.g. “Cl Sync Agent (EE) Connector for Azure Client Secret”).

5. Then, select a suitable Expires duration based on your organisational policy. Finally click the Add
button.

Be.> PIT| A replobations > €l Simc (B9 Agent Conaactor-Jor Ative Add a client secret
Cl Sync (EE) Agent Connector for Azure | Certificates & secrets

Descripton I [[7nc Agent (€6 Connector for Azure Client Secrel |I

Got feedback?
s Expires Recommended: 180 days (6 months)

B Overview /
& Quickstart ¢ wag : S e

& Integration assistant

Manage
@ Appication registration certficates, secrets and federated credentios can be found |

Certificates (0) Client secrets (0) Federated credentials (0)
Certificates & secrets EE——
Asecret string that the application uses to prove its identity when requesting a toke
Il Token configuration

& APl permissions New chent secret
@ Expose an API Description Expires Value
App roles
No client secrets have been created for this application
& Owne
4. Roles and administrat
B Moanifest

Support + Troubleshooting
£ Troubleshooting

& New support request

Guidance Note: It is recommended you set a reminder prior to the expiry date of the Secret (i.e. a
reminder to regenerate and update the Secret in the Cl Sync (EE) Agent configuration.
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6. The form now displays the generated secret value (shown in the Value field).

Guidance Note: The Value is only available while you remain on this screen. You must make a copy
of the Value GUID before leaving this form.

Make sure you copy the “Value” and NOT the “Secret ID”.

e Use the copy option to make a copy of the GUID in the Value field.

Home > PIT | App registrations > Cl Sync (EE) Agent Connector for Azure

Cl Sync (EE) Agent Connector for Azure | Certificates & secrets  #

Search ,—‘] Got feedback?
B Overview
L Quickstart @ Got a second to give us some feedback? =

#" Integration assistant

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential

Branding & properties
D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
Certificates & secrets

1l Token configuration Certificates (0) Client secrets (1) Federated credentials (0)

9 API permissions
pe A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

& Expose an AP| Do NOT copy the “Secret ID" value.
EL App roles - New client secret This is NOT the GUID you need

2 Owners Description Expires Value

&. Roles and administrators Cl Sync Agent (EE) Connector for Azure Cl 20/5/2024 Gh 114akv.

Il Manifest

Support + Troubleshooting

&1, Troubleshooting Make sure you copy the GUID in the “Value"” field

& New support request

Bookmark: Azure_AppReg_ClientScrtSecretScrn

Data Capture Note: The secret “Value” will used by the person performing the next task to setup the
source connecting using the Cl Sync (EE) Agent Config Utility (i.e. used in Task F2: Use the Cl Sync (EE)
Agent Config Utility to Setup a Source Connection to Azure.). Within Task F2 this value is referred to
as the “Client Secret”.

It is recommended you securely store a copy of the secret so it can be shared internally with the SME
using the CI Sync (EE) Agent Config Utility to setup the Azure Connector.
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7. Return to the Overview page for the App Registration.

e Use the copy option to make a copy of the “Application (client) ID” GUID value and the “Directory
(tenant) ID” GUID value.

Home > PIT | App registrations

g2 Cl Sync (EE) Agent Connector for Azure =

during the next task
EE) Agent Config Utility)

Copy the val

Search i Delete & Endpoints (5 Preview features

B Overview

& Quickstart

where you s

A Essentials

Display name 0 certificate, 1 secret

#" Integration assistant
28 sacll direct UR
Manage 5 28937 Application ID UR Add an Application ID URI
B Branding & properties [ 383 521 l Managed application in | Sync (EE) Agent Connector for Azure

Supported account types : My organization only

D Authentication

Certificates & secrets
© Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

{I!' Token configuration

@ APl permissions @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical
support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

& Expose an API

BL App roles

Get Started  Documentation

& Owners

Bookmark: Azure_AppReg_ClientScrtAppIDScrn

Data Capture Note: The “Application (client) ID” and “Directory (tenant) ID” GUID values will used
by the person performing the next task to setup the source connecting using the Cl Sync (EE) Agent
Config Utility (i.e. is used in Task F2: Use the Cl Sync (EE) Agent Config Utility to Setup a Source
Connection to Azure.).

8. For clarity purposes only: Upon completion of the above tasks, you should have recorded a copy of the

values shown below. These values will be needed by the SME performing the next task.
e The Secret Value (i.e. the Client Secret)
¢ The Application (client) ID

¢ The Directory (tenant) ID

Context Note

Based on the preceding steps a new App Registration has been created (i.e. the new App Registration which
provides authentication of the Cl Sync (EE) Agent Source Connection to Azure).

The subsequent steps below are required to grant the App Registration permissions to read Azure Resources (i.e.
objects such as subscriptions, resource groups, virtual networks and so on).

The subsequent steps should be repeated for each Azure Subscription you want to grant read access to the Cl
Sync (EE) Agent Source Connection to Azure. By granting read access to a given Azure Subscription (or multiple
Azure Subscriptions) you can synchronize all supported resource types within the Subscription.
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9. Inthe Azure Portal, navigate to Subscriptions and select/click into the particular Azure Subscription you
wish to grant access to the Cl Sync (EE) Agent Source Connection to Azure.

Home > Subscriptions

Subscriptions & - X
PIT

b Add [ Manage Policies = View Requests < View eligible subscriptions

O Search for any field Subscriptions == global filter My role == all Status == all H Add filter

Subscription name 1 Subscription ID Ty My role Ty Current cost Secure Score Ty Parent management group Status T

Sandpit 6 2 Owner - @ Active

Shared Resources bt 04 Owner @ Active

10. Select Access control (IAM) from the left hand menu, click the Add button and then select Add role
assignment from the drop down menu.

Home > Subscriptions > Subscriptions > Sandpit

A Sandpit | Access control (IAM) X
Subscription
‘ D Search - _Add M+ Download role assignments efre X Re & Feedback

Overview Add role assignment k—_

nts Roles  Deny assignments  Classic administrators
E Activity log Add co-administrator

9';\ Access control (1Al Add custom role
@ Tags ]

O security Check access
Review the level of access a user, group, service principal, or managed identity has to this resource. Learn more '

wrce.

# Diagnose and solve problems

Events

Cost Management

Cost analysis

Grant access to this resource View access to this resource View deny assignments
B Costalents
Budgets Grant access to resources by assigning a View the role assignments that grant access View the role assignments that have been
role. to this and other resources. denied access to specific actions at this
& Advisor recommendations Learn more (7 Learn more (' scope.
Learn more 7!
Billing

Add role assignment View View
B ing profleinvoies [ Add role sssignment _| [ View | [ view ]
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11. On the Role tab, select the Reader role and click the Next button.

Home > Subscriptions > Subscriptions > Sandpit | Access control (IAM)

Add role assignment

.
Members Review + assign

A role definition is a collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more
Assignment type

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines.

Type . All Category : All

Name 1 Description T Type Ty Category T4 Details
hcDelete acr delete BuiltinRole Containers View
AciimageSigner acr image signer BuiltinRole Containers Vie
AcrPull acr pull BuiltinRole Containers Vie
AcrPush acr push BuiltinRole Containers
AcrQuarantineReader acr quarantine data reader BuiltinRole Containers View
AcruarantineWriter acr quarantine data writer BuiltinRole Containers
Advisor Reviews Contributor View reviews for a workload and triage recommendations linked to them BuiltinRole None

Next A7 reedback

12. On the Members tab, click the “+ Select members” link, then use the Filter/Select box enter as
sufficient amount of text to locate the App Registration created earlier (the one that represents the Cl

Sync (EE) Agent Connector for Azure), then the Select button (to select the App Registration) and finally
the Next button.

Home > Subscriptions > Subscriptions > Sandpit | Access control (IAM)

Select members X
Add role assignment

Select (0

i sync (EE) Agent

Role Members Review + assign

€1 Syne (EE) Agent Connector f

4

Assign access to (®) User, group, or service principal .
() Managed identity

Members + Select members

Name Object ID Type

No members selected

Description Optional Selected members:

ClI Sync (EE) Aget

Remove

13. On the Review + assign tab, click the Review + assign button.
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Home > Subscriptions > Subscriptions > Sandpit | Access control (IAM) >

Add role assignment

ROIE Members

Role Reader

Scope /subscriptions/6afbB4b7-219b-4bf1-Bcb1-4a45¢971b302

Mambars Name Object ID Type
Cl Sync (EE) Agent Connector for Azure 93149d2c-36d1-4cB6-adB4-9a017c62cc32 App

Description No description

- | PrEVious | ” Nt‘x : ||

14. You have now granted the App Registration object (i.e. the Cl Sync (EE) Agent Connector for Azure) read
permissions to an Azure Subscription which will allow you to use the Cl Sync User Interface to schedule
synchronization jobs using that same Azure Subscription as a synchronization source.
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Task F2: Use the Cl Sync (EE) Agent Config Utility to Setup a Source Connection to Azure.

Informational Note

This section includes references to a database referred to as “RecVer”. The RecVer database is a small three
column checksum style of database used by Cl Sync (EE) to deliver the delta record sync functionality (i.e. where
Cl Sync (EE) only sync’s those records which have changed since the previous sync job. Below are some key points
about the RecVer database:

1. The RecVer database is currently only supported via Microsoft SQL Server (i.e. RecVer must be a SQL
database). In the new future RecVer will also be supported on MongoDB.

2. You will need to create multiple RecVer databases if you are setting up multiple source systems via the CI
Sync (EE) Agent (i.e. each Source Connection that supports the delta sync functionality requires its own
unique RecVer database.

The follow pages explain how to use the Cl Sync (EE) Agent Config Utility to setup an Azure source system
connection. You will see references in the screen shots and text which explains how to facilitate the creation and
use of your RecVer database.

Guidance Notes

When performing the tasks in this section (to setup a Source System Connection for Azure using the Cl Sync (EE)
Agent Config Utility) you will need to know the following:

1. The path to the SQL server that will host the “RecVer” database.

2. Which authentication type the CI Sync (EE) Agent will use for read/write access to the RecVer database. The
Config Utility supports the following authentication types for accessing the SQL server:

= Integrated Security (which uses the Windows User Account you created for the Cl Sync (EE) Agent
Windows Service).

= SQL Native Login (which uses a SQL username and password you enter into the Config Utility when
creating the Source System Connection).

= Note: In either case (Integrated Security of SQL Native Login), the account/login requires minimum (least
privileged) access to the databases. Permissions are set either by your DBA (through a manual process)
or the Config Utility (through the automated process) as explained below.

Continue to the next page for further Guidance Notes.
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Guidance Notes (continued from prior page)

When performing the tasks in this section (to setup a Source System Connection for Azure using the Cl Sync (EE)
Agent Config Utility) you will need to know the following:
3.  Which of the following you will use to create the Cl Sync “RecVer” database. Your options are as follows:
= Option 1 —You will use the Config Utility to automatically create the RecVer database (and grant the Cl
Sync (EE) Agent access to the RecVer database) while you are using the Config Utility to setup the
Source System Connection to Azure.
=  QOption 2 —You will engage your SQL Database Administrator (DBA) to manually create the RecVer
database (and grant the Cl Sync (EE) Agent access to the RecVer database) on your behalf (i.e. in
advance) if you don’t have permissions to the SQL server and therefore you cannot use the Config
Utility to automatically create the RecVer database.

If you are clear on the above items, it will improve your use of the Config Utility to select the correct options and
provide the appropriate credentials when setting up Azure as a Source System Connection for the Cl Sync (EE)
Agent. See also Appendix A which contains useful diagrams about SQL authentication for the Cl Sync (EE) Agent.

As mentioned in the Guidance Notes above and on the previous page, there are two options to facilitate the
creation of the RecVer database and assigning permissions to it for the Cl Sync (Agent).

Option | Title Additional Details
1 Automatically using | e This option requires you to have the sysadmin (sa) role in the SQL Server
the Cl Sync (EE) that will host the RecVer database.

Agent Config Utility |4 |fyou have sa credentials to the SQL Server that will host the RecVer

database you can use the Cl Sync (EE) Agent Config Utility to create the CI
Sync (EE) RecVer database.

e For this option proceed to the very next page under the heading Task F2
(Option 1): Steps to add Azure as a Source Connection to the Cl Sync (EE)
Agent using the Config Utility to automatically create the RecVer
database.

2 Manually via a SQL o If the person executing the Cl Sync (EE) Agent Config utility does not have
Database the sysadmin (sa) role in the SQL Server, you can have your SQL DBA
Administrator (DBA) perform a manual setup of the RecVer database.

e For this option you should contact your DBA now and allocate them the
manual SQL setup tasks described in Task F2 (Option 2): Steps to add
Azure as a Source Connection to the Cl Sync (EE) Agent using your SQL
Database Administrator (DBA) to manually create the RecVer database in
advance.

e Once the DBA has performed their allocated tasks you will continue to the
Cl Sync (EE) Agent Config Utility to connect to the RecVer database the
DBA has created for you.

See the instructions in Task F2 (Option 1) and Task F2 (Option 2) on the following pages for detailed steps for
each of these two options.
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Task F2 (Option 1): Steps to add Azure as a Source Connection to the Cl Sync (EE) Agent using the Config Utility
to automatically create the RecVer database.

1. Within the Cl Sync Agent Configuration Utility, navigate to the Source Systems tab, .
select Azure and click the Add button.
2. Enter details on the “Add Azure Connection” form.
(a) Inthe section titled “Settings for the Cl Sync Windows Service” % Add Azure Connection — x

This section defines the settings for the Cl Sync (EE) Agent to use as it runs
in the background (i.e. after you have exited the Config Utility).

Name: Enter a name that describes this Source System Connection
represents.

Directory (tenant) ID: Enter the value you captured in Task F1.
Application (tenant) ID: Enter the value you captured in Task F1.
Client Secret: Enter the value you captured in Task F1.

RecVer Type: Set this to SQL Server (in the future Cl Sync will support

other database types for the RecVer/delta functionality). 08 Timeout (Secs) (60

SQL Server: Enter the SQL Server instance path in the format: Sutiage o Sot e Cl e Recer 08
server\instance.

Integrated Security: Check this checkbox if you want the Cl Sync (EE)

Agent to authenticate to the SQL Server using the Windows User
Account you setup for the Cl Sync (EE) Agent Windows Service.

Otherwise, uncheck this checkbox and enter the User ID and Password

for a Native SQL Login provided to you by the DBA (Note: Syncfish do

not recommend the SQL Login have sysadmin rights).

Existing RecVer Database: Do NOT check this checkbox (because the Cancel
Config Utility will be creating the RecVer database for you).

DB Timeout (Secs): Sets both the connection and statement execution timeouts. Syncfish recommend 60
(seconds).

(b) In the section titled “Settings to Setup the Cl Sync RecVer DB”
This section defines how the Config Utility will connect to SQL Server to perform the automated SQL setup
and configuration steps. The settings do not impact the ongoing running of the Cl Sync (EE) Agent.

Bypass setup, | have manually setup the databases: Do NOT check this checkbox (because the Config
Utility will be creating the RecVer database for you).

Integrated Security: By default, the Config Utility will connect to SQL Server to perform the automated
SQL setup and configuration steps using Integrated Security (i.e. using your own credentials as the person
running the Config Utility). Uncheck this checkbox if you want the automated SQL setup and
configuration steps to be performed with a native SQL login. Then enter the User ID and Password of the
native SQL login. Note: the automated process requires the native login to have the SQL sysadmin role.

Click here to return
to steps index
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10. In the section titled “Execute the SQL Setup”, click the Setup & Test button. This will create the Cl Sync
RecVer database (on the provided SQL server), grant the Cl Sync (EE) Agent Windows Service Account to
the RecVer database and test connectivity to the source system (in this case to Azure) by authentication

with the App Registration created earlier.

Execute the SQL Setup
Verify connection to database “null” : Ok
Grant permission to database "null”®: Ok
Verify existing RecVer DB : Ok
Run RecVer DB setup : Ok
Run RecVer DB version verification : Ok
Grant access to RecVer DB : Ok

Save | | Cancel

Informational Note

The Config Utility performs the following SQL setup and configuration steps:

3. It creates a SQL Login for the Windows User Account you setup for the Cl Sync (EE) Agent Windows Service if you
selected “Integrated Security” in the section “Settings for the Cl Sync Windows Service”, the Config Utility. Or, if
instead you are using Native SQL Login (instead of “Integrated Security”) then Config Utility uses the Native SQL Login
details you have supplied and performs the following two steps to grant the Login access to the relevant databases with

the permissions noted below.
4. Creates the RecVer database, creates a SQL user in the RecVer database for the Login used by the Cl Sync (EE) Agent

and grants the SQL user the agent_role role.
Note: Depending on whether you selected “Integrated Security” or not, the SQL user is either (a) the Windows

User/Service Account (created as a SQL Login in point 1 above) or (b) the native SQL login account.

Note: If you are using a Native SQL Login (not Integrated Security) with higher privileges than noted above (e.g. if the account
had SQL sysadmin) then the Config Utility will not be able to set the SQL roles noted above. Instead, the Config Utility will
not touch the permissions and instead will leave the existing/higher privileges as is. This is not required and not

recommended by Syncfish.
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3. Ifthe connection to the source system (in this case via the Microsoft Azure Graph API for Azure) fails, an
error will be displayed (see example below). In this case recheck all App Registration details and the
various settings entered into the Cl Sync (EE) Agent Config Utility on the prior connection setup/settings
screen.

Connection verification & setup X

@W% Azure Graph Authentication failed: 401 -
'-.\ y/ {errorinvalid_client”,"error_description”:"AADSTS7000215:
= Invalid client secret provided, Ensure the secret being sent in

the request is the client secret value, not the client secret ID,
for a secret added to app
‘3e70fbbf-8d82-4cda-96d7-abdcce23T785 \r\inTrace ID:
35b7279b-726b-4ff5-b07a-add937 c2b2000r\nCorrelation ID:
2abbcbeb-f7df-4647-3322-5a6de0b58935\r\nTimestamp:
2023-05-10
12:06:10Z", "error_codes : [7O00215], timestamp ™ 2023-05-10
12:06:10Z", "trace_id":"35b7279b-726b-4ff5-b07a-ad d%37c2b 300
*“correlation_id":"2abbctebf7df-4647-a322-5a6de0b58935", e
rror_uri’:"hitps://login.microsoftonline.com/errorfcode=70002
157

4. After a successful test has been completed, click the Save button.
Execute the SQL Setup

Setup & Test Retrieve Account running ClSync Agent service : HBWINSR

Retrieve Azure AD client secret : Ok
Azure AD authentication : Ok

Verify input configuration : Ok

Verify connection to database “null” : Ok
Grant permission to database "null* : Ok
Verify existing RecVer DB : Ok

| Save | | Cancel |

5. Finally, click Yes to register the Cl Sync (EE) Agent with your customer specific Cl Sync (EE) SaaS instance.

Connection Registration

[ -  Connection "Azure - CORP' is a Draft, would you like to
register the connection now?

Yes No |

6. You can now skip the next couple of pages (which describe a SQL DBA doing manual setup of the
RecVer database) and proceed to Task F3: Use the Cl Sync (EE) SaaS application User Interface to check
the Cl Sync (EE) Agent status and set remaining connection parameters. and set any remaining
connection parameters.

Click here to return
to steps index

For distribution directly to a customer of Syncfish Pty Ltd
Not for redistribution by a recipient without permission from Syncfish Pty Ltd



Cl Synchronizer (Enterprise Edition) for Multi-Source Agent to ServiceNow SYN[;FISH
Comprehensive Customer Setup Instructions

Task F2 (Option 2): Steps to add Azure as a Source Connection to the Cl Sync (EE) Agent using
your SQL Database Administrator (DBA) to manually create the RecVer database in advance.

1.

Ask you SQL DBA to perform the tasks listed in the table below.

#

DBA Tasks (in SQL Server)

Additional Notes

Either register a Login (which represents
the Windows User Account used by the Cl
Sync (EE) Agent Windows Service)

Or create a SQL Login (for the Cl Sync (EE)
Agent to use).

If you are using Windows “Integrated Security” between the Cl
Sync (EE) Agent and the SQL Server, then the Cl Sync (EE) Agent
Windows Service account needs to be registered within SQL
Server as a Login.

Note: The Cl Sync (EE) Agent Windows Service account is the one

you created during Task 4a: Create a Windows Service Account
for the Cl Sync (EE) Agent to use.

Alternatively, if you are using Native SQL authentication
between the Cl Sync (EE) Agent and the SQL Server, then a Login
will need to be created. In this case your DBA will need to
provide you with the SQL User ID and password details so you
can enter them into the Config Utility Ul as explained further
below.

Execute the SQL Script provided by
Syncfish located here. The script creates
the Syncfish RecVer database.

The script is: Cisee-recver-create-script.sql

Notes for the DBA when running the script:

e The script has a placeholder called $S(database_name) as
the replacement for the RecVer database name.

e  For an Azure Source System Syncfish recommend
“cisee_recver_azure” as the RecVer database name.

e To run the setup script using the sglcmd utility, the
database_name parameter needs to be passed in using
the -v switch:

> sqlecmd -1 -S localhost -v database_name="
cisee_recver_azure" -i "cisee-recver-create-script.sql"

e If running the script in SSMS, the value $(database_name)
(including the $ and brackets) needs to be replaced with
the name for the recver database.

Map the Login as a user in the RecVer
database and grant the user the role_agent
role.

Map the user and grant the role to the RecVer database created
by the SQL script above.

Click here to return
to steps index
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2. Within the Cl Sync Agent Configuration Utility, navigate to the Source Systems tab,
select Azure and click the Add button.

Aaure

3. Enter details on the “Add Azure Connection” form.

(a) Inthe section titled “Settings for the Cl Sync Windows Service” PiAdo Jaure Connacion
This section defines the settings for the Cl Sync (EE) Agent to use as it runs for e e
in the background (i.e. after you have exited the Config Utility).

= Name: Enter a name that describes this Source System Connection
represents.

= Directory (tenant) ID: Enter the value you captured in Task F1.

= Application (tenant) ID: Enter the value you captured in Task F1 " Depedsear

= Client Secret: Enter the value you captured in Task F1.

= RecVer Type: Set this to SQL Server (in the future Cl Sync will support other
database types for the RecVer/delta functionality).

= SQL Server: Enter the SQL Server instance path in the format:
server\instance.

» |Integrated Security: Check this checkbox if you want the Cl Sync (EE) —
Agent to authenticate to the SQL Server using the Windows User Account Setup & Test
you setup for the Cl Sync (EE) Agent Windows Service. Otherwise, uncheck
this checkbox and enter the User ID and Password for a Native SQL Login
provided to you by the DBA.

= Existing RecVer Database: Check this checkbox (because your SQL DBA
has already manually created the RecVer database for you).

Cancel

= DB Timeout (Secs): Sets both the connection and statement execution timeouts. Syncfish recommend 60
(seconds).

(b) In the section titled “Settings to Setup the Cl Sync RecVer DB”
This section defines how the Config Utility will connect to SQL Server to perform the automated SQL setup
and configuration steps. Because your SQL DBA has already manually created the RecVer database you use
this section to confirm this is the case.

= Bypass setup, | have manually setup the databases: Check this checkbox (because your SQL DBA has
already manually created the RecVer database and set the relevant permissions for you).
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In the section titled “Execute the SQL Setup”, click the Setup & Test button. This will create the Cl Sync
RecVer database (on the provided SQL server), grant the Cl Sync (EE) Agent Windows Service Account to
the RecVer database and test connectivity to the source system (in this case to Azure) by authentication
with the App Registration created earlier.

Execute the SQL Setup

Setup & Test Retrieve Account running ClSync Agent service : HBWINSRVO1

Retrieve Azure AD client secret : Ok
Azure AD authentication : Ok

Verify input configuration : Ok

Verify connection to database "null” : NfA

Grant permission to database "null™ : N/A

| Save | | Cancel ‘

If the connection to the source system (in this case via the Microsoft Azure Graph API for Azure) fails, an
error will be displayed (see example below). In this case recheck all App Registration details and the
various settings entered into the Cl Sync (EE) Agent Config Utility on the prior connection setup/settings
screen.

| Connection verification & setup X

@W% Azure Graph Authentication failed: 401 -
'-e-' {"errorinvalid_client”,"error_description™" AADSTS7000215:
= Invalid client secret provided. Ensure the secret being sent in

the request is the client secret value, not the client secret ID,
for a secret added to app
‘3e70fbbf-8d82-4c4a-96d7-abdcce237785" \r\nTrace ID:
35b727%b-726b-4ff5-b07a-add937c2b300%r\nCarrelation ID:
2abbcBeb-f7df-4647-a322-5a6de0b58%35\rnTimestamp:
2023-05-10
12:06:10Z","error_codes™:[7000215],"timestamp":"2023-05-10
12:06:10Z", trace_id":"35b7279b-726b-4ff5-b07a-add337c2b300
“correlation_id™:"2aébceeb - f7df-4647-3322-5a6delb58935
rror_uri:"https:/floginmicrosoftonline.com/errorfcode=70002
157

8. After a successful test has been completed, click the Save button.

5.

Execute the SQL Setup

Retrieve Account running ClSync Agent service : HBWINSR
Retrieve Azure AD client secret : Ok
Azure AD authentication : Ok
Verify input configuration : Ok
Verify connection to database “null” : Ok
Grant permission to database "null”: Ok
Verify existing RecVer DB : Ok

‘ Save | | Cancel ‘

Finally, click Yes to register this new connection (via your Cl Sync (EE) Agent) with your customer
specific Cl Sync (EE) SaaS instance.

Connection Registration
[ C) \ Connection "Azure - CORP' is a Draft, would you like to
° register the connection now?

Yes No |

6. Assuming no errors you will see a confirmation as shown below.
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Save s
Clowe
7. Click OK.
8. The new connection will appear in the Connections List of the Cl Sync (EE) Agent.
% €I Synchronizer Configuration - Regiswét_ x
Configure| Source Systems
- Mame System Status
ure - CORP Azure Registered
Az Add

9. You can now proceed to Task F3: Use the ClI Sync (EE) SaaS application User Interface to check the Ci
Sync (EEE) Agent status and set any remaining connection parameters.

Task F3: Use the Cl Sync (EE) Saa$ application User Interface to check the Cl Sync (EE) Agent
status and set remaining connection parameters.
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1. Login to your Cl Sync (EE) SaaS instance at https://YourCo.syncfish.app

2. Inthe ClI Sync Ul, navigate to Settings > Connections. The new Source System Connection should

appear in the Source connections list

3
e

3. Click the Update hyperlink

™e

I Synchrenizer

€1 Synchronizar

....

Settings

Click here to return
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4. Use the settings form to as follows:

e Enter an Alias (optional)

e Select the Environment/s the new source connection can be used for. In most cases a Source
System Connection is used for both Test and Production sync jobs (as distinct from the Destination
Connections which can only be either Test or Production).

e Check the consent checkbox and Click the Save connection button.

€ Synchronizer . Settings DEV

You have now completed all tasks to add Azure as a Source Connection in the Cl Sync (EE) Agent. You
should now proceed back to Step 6 - Configure your ServiceNow to be ready for CI Sync (EE) (and

subsequent steps).
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Appendix Z - Trouble Shooting Topics

e Trouble Shooting Topic Z1: Keyset does not exist error using Cl Sync Agent “Test Connection” to validate
Azure authentication with certificate based authentication.

e Trouble Shooting Topic Z2: Certificate not found error using Cl Sync Agent “Test Connection” to validate
Azure authentication with certificate based authentication.

Trouble Shooting Topic Z1: Keyset does not exist error using Cl Sync Agent “Test Connection”
to validate Azure authentication with certificate based authentication.

Error “Keyset does not exist”.

AzureAD

i Certificate
on  LocalMachine
My
CiSyne Instan) Azure AD & Source Systems connectivity x

Test Connect| —
Error azure authentication: Keyset does not exist

oK

Overview and Cause

This error can occur when you use the Cl Sync (EE) Agent Configuration utility to test a connection which is
using a new Digital Certificate (i.e. one that hasn’t been previously validated).

This can happen for two main reasons:

1. Cause 1 - The Digital Certificate was imported into the Current User Certificate Store rather than the
Local Machine Certificate Store.

2. Cause 2 - The Cl Sync (EE) Agent user account (i.e. the user account used by the Cl Sync (EE) Agent
Windows Service) does not have sufficient permission to access the certificate store.
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Fix 1

Reimport the Digital Certificate into the Local Machine Certificate Store (and delete it from the Current User
Certificate Store).

Fix 2

Open Microsoft Management Console

Navigate to Certificates - Local Computer = Personal - Certificates

Right mouse click on the installed certificate and select All Tasks - Manage Private Keys

& certim - [Centificates - Local Computer\Personal\Certificates]

File Acion View Help

o nMm & XE= Hm
a Certificates - Local Computer
v Personal
Certificates
Trusted Root Certification Authorities o
Enterprise Trust -
s

Intermediate Certification Authorities
Trusted Publishers

Untrusted Certificates

Third-Party Root Certification Authorities
Trusted People

Client Authentication Issuers

Preview Build Roots

Test Roots

AAD Token Issuer

Homegroup Machine Certificates
Remote Desktop

Certificate Enrollment Requests

Issued To

S CertForCISyncAgent

22 Windows Azure CRP Certificate Generator

Issued By

Lansweeper Secure Sen.
Lansweeper Secure Wel
Lansweeper Secure Wel
localhost

Windows Azure CRP Ce

d. On the permissions window, click on the Add button

Permissions for CertForCISyncAgent private keys

Security

Group or user names:

X

S8 CREATOR OWNER
B8 sYsTEM
R Administrators (dv-bld-fish-vm\Administrators)

Add... Remove
Pemissions for CREATOR
OWNER Allow Deny
Full control [z [:I
Read O

Special permissions

For special permissions or advancad sattings,
click Advanced

OK Cancel Apply

- MS-Organization-P2P-Access [2021]
<o MS-Organization-P2P-Access [2023]
X MS-Organization-P2P-Access [2022]
-t MS-Organization-Access

22l Lansweeper Secure Server SHAS12
24) Lansweeper Secure Website

2.] Lansweeper Secure Website
24llocalhost

Expiration Date
9/23/2022
2/9/2024
8/23/2023
3/22/2032

Properties

Help

Intended Purposes  Friendly Name

Server Authentication <None>
Server Authentication <None>
Server Authentication <None>
Client Authentication  <None>

Client Authenticatio.. Lansweeper Secure
Open

Request Certificate with New Key..

Renew Certificate with New Key-.

Manage Private Keys..

Advanced Operations

Export..
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e. Search for Users, locate the Cl Sync (EE) Agent User (e.g. svc-cisync-agent), press Check Names, then
press the OK button.

Select Users or Groups *

Select this object type:
‘Users or Builtin security principals | Obiject Types...

From this location:
[HBWINSRVOT || Locations...

Enter the object names to select (sxamples):

HEWINSRVO1 eve-cisync-agent Check Mames
Advanced... Cancel

f.  Back on the permissions window, make sure Full control and Read are ticked. Then click Apply and
then Ok.

Gmup or user names:

£% CREATOR OWNER

£ SYSTEM

£2 Administrators (dv-bid-fish-vm\Administrators)

ER Users (dv-bld-fish-vm\Users)

Add... Remove
Permissions for Users Allow Deny

Full control O
Read O

Special permissions

For special permissions or advanced settings,

click Advanced. Advanced

oK Cancel | Apply

g. Back on the Agent Configuration utility, test the connection which should now be authenticating
correctly.
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Trouble Shooting Topic Z2: Certificate not found error using Cl Sync Agent “Test Connection”
to validate Azure authentication with certificate based authentication.

Error “Azure Authentication: Certificate not found”.
Azure AD & Source Systems connectivity X

8 Error azure authentication: Certificate not found:
‘CN=ClISyncDemoCertX, O=Demo Group, C=AU,
E=demo@syncfish.com.au’ store location: ‘LocalMachine’ store
name: 'My'

oK

Overview and Cause

This error can occur if the Certificate Subject (sometimes referred to as the Certificate Name) contains
carriage returns when stored in the Windows Certificate Store.

The Subject name of certificates typically include multiple values that compose the distinguished name
information, such as common name, country, organization, etc. When certificates have multiple values, the
certificate Subject will typically include carriage returns when displayed in the Windows Certificate Store
(see below).

ah Certificate X

General Details  Certffication Path

Show: <Al

Field Value
_| Signature hash... sha256

| Tssuer CISyncDemoCert, Demo Group, AU, demo@sync
~ | valid from Thursday, 22 February 2024 3:42:16 PM
— Valid to Thursday, 22 February 2024 3:52:15 PM
= Subject CISyncDemoCert, Demo Group, AU, demo@:
| Public key RSA (2048 Bits)
— Public key para... 0500
CN = CISyncDemoCert
O = Demo Group
C =AU
E = demo@syncfish.com.au
Edit Properties... Copy to File...

0K

If the Subject name in the Windows Certificate Store includes carriage returns it impacts the way the Cl Sync
(EE) Config Utility is able to search and find the certificate using the Certificate Name value you enter into
the Cl Sync (EE) Config Utility.

In these circumstances you will need to construct the certificate name in a particular manner when you
enter it into the Cl Sync (EE) Config Utility (as described in the Fix section below).
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Fix
The individual values of the Subject (as they appear in the Windows Certificate Store) need to be converted

into comma separated values and also have the blank spaces trimmed before and after the equal sign (as
per the example below).

You then need to copy/paste the newly formatted string value into the Certificate Name field in the CI Sync
(EE) Config Utility Ul form and execute a Test Connection once again.

The example below shows how to construct the correct format:

1. Locate the certificate in the Windows Certificate Store and click the Subject field.

a# Certificate X
General Detais Certification Path

Show:  <All>

Feid Vaise
Signature hash... sha2sé

| Issuer CISynchemaCert, Dema Group, AU, demo@sync

_|Valid from Thursday, 22 February 2024 3:42:16 PM

]valid o Thursday, 22 February 2024 3:52:15 PM

| Public key RSA (2048 Bis)
| Pubiic key para... 0500

CN = CISyncDermoCert

O = Demo Group

C =AU

E = dermo@synefish.com.au

Edi Properties... Copy to File...

oK

2. Copy the content of the Subject field into text editor. It will appear (in the text editor) including carriage
returns as shown below.

CN = CISyncDemoCert

O = Demo Group

C=AU

E = demo@syncfish.com.au

3. Edit the Subject string and change the format as shown below:
CN=CISyncDemoCert, O=Demo Group, C=AU, Ezdemo@syncfish.com.au
Important Notes:

e The blank spaces must be removed before and after each equal sign.
e Asingle space must be entered after each comma.

e Make sure there is no trailing space at the very end of the string.
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4. Return to the ClI Sync (EE) Config Utility Ul and paste the newly constructed string into the Certificate
Name field as shown below. Click the Connect button under the Test Connection section of the UL If in
doubt refer to this section of the setup guide: Task 5b: Use the Cl Sync (EE) Agent Config Utility to test
the connection values and register the Cl Sync (EE) Agent with your Cl Sync (EE) SaaS Instance.

Authentication Method | Certificate M
Certificate Location | LocalMachine M
Certificate Store | My v

:>Cerﬁficate Name |CN=CISyncDemoCert, O=Demo Group, C=AU, E=demo@syncfi
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